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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA
Alexandria Division
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)
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Plaintiff MICROSOFT CORP. (*Microsoft™) hereby complains and alleges that
JOHN DOES 1-2 (collectively “Defendants™), have established an Internet-based cyber-
theft operation referred to as “Thallium.” Through Thallium, Defendants are engaged in
breaking into the Microsoft accounts and computer networks of Microsoft’s customers and
stealing highly sensitive information. To manage and direct Thallium, Defendants have
established and operate a network of websites, domains, and computers on the Internet,
which they use to target their victims, compromise their online accounts. infect their
computing devices, compromise the security of their networks, and steal sensitive
information from them. Internet domains used by Defendants to operate Thallium are set
forth at Appendix A to this Complaint and are referred to as the “Command and Control
[nfrastructure.” Microsoft alleges as follows:

NATURE OF THE ACTION

. This is an action based upon: (1) the Computer Fraud and Abuse Act. 18 U.S.C. §
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1030; (2) Electronic Communications Privacy Act, 18 US.C. § 2701; (3) Trademark
Infringement under the Lanham Act, 15 U.S.C. § 1114 et seq.; (4) False Designation of Origin
under the Lanham Act, 15 U.S.C. § 1125(a); (5) Trademark Dilution under the Lanham Act, 15
U.S.C. § 1125(c); (6) Cybersquatting under the Anticybersquatting Consumer Protection Act, 15
US.C. § 1125(d); (7) Common Law Trespass to Chattels; (8) Unjust Enrichment; (9)
Conversion; and (10) Intentional Interference with Contractual Relationships. Plaintiff seeks
injunctive and other equitable relief and damages against Defendants who operate and control a
network of computers known as the Thallium Command and Control Infrastructure. Defendants,
through their illegal activities involving Thallium, have caused and continue to cause irreparable
injury to Microsoft and its customers, and the public.
PARTIES

2. Plaintiff Microsoft is a corporation duly organized and existing under the laws of
the State of Washington, having its headquarters and principal place of business in Redmond,
Washington.

3. On information and belief, John Doe 1 controls the Thallium Command and
Control Infrastructure in furtherance of conduct designed to cause harm to Microsoft, its
customers, and the public. Microsoft is informed and believes and thereupon alleges that John
Doe 1 can likely be contacted directly or through third-parties using the information set forth in
Appendix A.

4. On information and belief, John Doe 2 controls the Thallium Command and
Control Infrastructure in furtherance of conduct designed to cause harm to Microsoft, its
customers, and the public. Microsoft is informed and believes and thereupon alleges that John
Doe 2 can likely be contacted directly or through third-parties using the information set forth in

Appendix A.
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5. Third parties VeriSign, Inc., VeriSign Information Services, Inc., and VeriSign
Global Registry Services (collectively, “VeriSign™) are the domain name registries that oversee

13

the registration of all domain names ending in “.com” and “.net” and are located at 12061
Bluemont Way, Reston, Virginia 20190.

6. Third party Public Interest Registry is the domain name registry that oversees the
registration of all domain names ending in “.org,” and is located at 1775 Wiehle Avenue,
Suite 100, Reston, Virginia 20190.

7. Third party .Club Domains, LLC is the domain name registry that oversees
the registration of all domain names ending in “.club,” and is located at 100 SE 3rd Ave.
Suite 1310, Fort Lauderdale, Florida 33394.

8. Third party Afilias Limited c/o Afilias USA, Inc. is the domain name registry
that oversees the registration of all domain names ending in “.info” and “.mobi,” and is
located at 300 Welsh Road, Building 3, Suite 105, Horsham, Pennsylvania 19044,

9. Third parties Binky Moon, LLC and Donuts Inc. (collectively “Donuts™) are the
domain name registries that oversee the registration of all domain names ending in “.cash,” and
are located at 5808 Lake Washington Blvd NE, Suite 300, Kirkland, Washington 98033,

10.  Third party Neustar, Inc. is the domain name registry backend that oversees the
registration of all domains ending in “.biz.” Neustar, Inc. is located at 21575 Ridgetop Circle,
Sterling, Virginia 20166.

11.  Set forth in Appendix A are the identities of and contact information for third
party domain registries that control the domains used by Defendants.

12. On information and belief, John Does 1-2 jointly own, rent, lease, or otherwise
have dominion over the Thallium Command and Control Infrastructure and related infrastructure

and through those control and operate Thallium. Microsoft will amend this complaint to allege
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the Doe Defendants’ true names and capacities when ascertained. Microsoft will exercise due
diligence to determine Doe Defendants’ true names, capacities, and contact information, and to
effect service upon those Doe Defendants.

13. Microsoft is informed and believes and thereupon alleges that each of the
fictitiously named Doe Defendants is responsible in some manner for the occurrences herein
alleged, and that Microsoft’s injuries as herein alleged were proximately caused by such
Defendants.

14. On information and belief, the actions and omissions alleged herein to have been
undertaken by John Does 1-2 were actions that Defendants, and each of them, authorized,
controlled, directed, or had the ability to authorize, control or direct, and/or were actions and
omissions each Defendant assisted, participated in, or otherwise encouraged, and are actions for
which each Defendant is liable. Each Defendant aided and abetted the actions of Defendants set
forth below, in that each Defendant had knowledge of those actions and omissions, provided
assistance and benefited from those actions and omissions, in whole or in part. Each Defendant
was the agent of each of the remaining Defendants, and in doing the things hereinafter alleged,
was acting within the course and scope of such agency and with the permission and consent of
other Defendants.

JURISDICTION AND VENUE

15.  The Court has subject matter jurisdiction over this action pursuant to 28 U.S.C. §
1331 because this action arises out of Defendants’ violation of The Computer Fraud and Abuse
Act (18 U.S.C. § 1030), Electronic Communications Privacy Act (18 U.S.C. § 2701), the
Lanham Act (15 U.S.C. §§ 1114, 1125), and the Anticybersquatting Consumer Protection Act
(15 U.S.C. § 1125(d)). The Court also has subject matter jurisdiction over Microsoft’s claims for

trespass to chattels, conversion, unjust enrichment, and intentional interference with contractual
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relationships pursuant to 28 U.S.C. § 1367.

16.  Venue is proper in this judicial district pursuant to 28 U.S.C. § 1391(b) because a
substantial part of the events or omissions giving rise to Microsoft’s claims has occurred in this
judicial district, because a substantial part of the property that is the subject of Microsoft’s claims
is situated in this judicial district, and because a substantial part of the harm caused by
Defendants has occurred in this judicial district. Defendants maintain Internet domains
registered in Virginia, engage in other conduct availing themselves of the privilege of conducting
business in Virginia, and utilize instrumentalities located in Virginia and the Eastern District of
Virginia to carry out acts alleged herein.

17.  Defendants have affirmatively directed actions at Virginia and the Eastern District
of Virginia by directing their activities, including theft of information, at individual users located
in the Eastern District of Virginia and directing malicious computer code at the computers of
individual users located in Virginia and the Eastern District of Virginia and attempting to and in
fact infecting those user computers with the malicious computer code and instructions to
Microsoft’s Windows operating system, the computing devices and high-value computer
networks of individual users and entities located in Virginia and the Eastern District of Virginia,
in order to compromise the security of those systems and to steal sensitive information from
those networks, all to the grievous harm and injury of Microsoft, its customers and licensees, and
the public.

18.  Defendants maintain certain of the Thallium Command and Control Infrastructure
registered through VeriSign, Public Interest Registry and Neustar which reside in the Eastern
District of Virginia. Defendants use these domains to communicate with and control the
Thallium-infected computers that Defendants communicate with, control, steal from, update, and

maintain in this judicial district. Defendants have undertaken the acts alleged herein with



Case 1:19-cv-01582-LO-JFA Document 1 Filed 12/18/19 Page 6 of 27 PagelD# 6

knowledge that such acts would cause harm through domains located in the Eastern District of
Virginia, through the Thallium domains maintained through facilities in the Eastern District of
Virginia, and through user computers located in the Eastern District of Virginia, thereby injuring
Microsoft, its customers and member organizations, and others in the Eastern District of Virginia
and elsewhere in the United States. Therefore, this Court has personal jurisdiction over
Defendants.

19.  Pursuant to 28 U.S.C. § 1391(b), venue is proper in this judicial district. A
substantial part of the events or omissions giving rise to Microsoft’s claims, together with a
substantial part of the property that is the subject of Microsoft’s claims, are situated in this
judicial district. Venue is proper in this judicial district under 28 U.S.C. § 1391(c) because
Defendants are subject to personal jurisdiction in this judicial district.

FACTUAL BACKGROUND
Microsoft’s Services And Reputation

20.  Microsoft® is a provider of the Windows® operating system, the Hotmail®,
Outlook,® and MSN® email and messaging services and the Office 365® and Azure® cloud-based
business and productivity suite of services, as well as a variety of other hardware products,
software and services, including under the Surface,® Xbox,® and HoloLens® brands and
trademarks. Microsoft has invested substantial resources in developing high-quality products
and services. Due to the high quality and effectiveness of Microsoft’s products and services and
the expenditure of significant resources by Microsoft to market those products and services,
Microsoft has generated substantial goodwill with its customers, establishing a strong brand and
developing the Microsoft name and the names of its products and services into strong and
famous world-wide symbols that are well-recognized within its channels of trade. Microsoft has

registered trademarks representing the quality of its products and services and its brand,



Case 1:19-cv-01582-LO-JFA Document1 Filed 12/18/19 Page 7 of 27 PagelD# 7

including Microsoft,® Windows,® Hotmail®, Outlook,® MSN.,® Office 365,% Azure,® Surface,®
Xbox,® and HoloLens.® Copies of the trademark registrations for these trademarks are attached
as Appendix B to this Complaint.

Thallium

21.  Thallium specializes in targeting, penetration, and stealing sensitive information
from high-value computer networks connected to the Internet. The precise identities and
locations of those behind the activity are generally unknown but have been linked by many in the
security community to North Korean hacking group or groups. Thallium targets Microsoft
customers in both the private and public sectors, including businesses in a variety of different
industries. Thallium has targeted government employees, organizations and individuals that
work on Nuclear Proliferation issues, think tanks, university staff members, members of
organizations that attempt to maintain world peace, human rights organizations, as well as many
other organizations and individuals. Thallium has been active since 2010, and it poses a threat
today and into the future.

22.  Thallium operates in the following fashion: after researching a victim
organization, Thallium will identify individuals employed by that organization through publicly
available information and by social-media interaction. Microsoft has observed fake email
addresses being created to connect with possible victims and other potential targets. Thallium
typically attempts to compromise the accounts of targeted individuals through a technique known
as “spearphishing.” In a typical spearphishing attack, Thallium sends the targeted individual an
email specifically crafted to appear as if it was sent from a reputable email provider (ex. Hotmail,
Gmail, Yahoo). The threat actors frequently send emails that state that there is a problem with
the victim’s account and/or suspicious login activity was detected. By gathering information

about the targeted individuals from social media, public personnel directories from organizations
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the individual is involved with, and other public sources, Thallium is able to package the
spearphishing email in a way that gives the email credibility to the target. In many other cases,
Thallium has created emails that appear to have been sent from a familiar contact known by the
targeted user.

23.  Thallium sends these emails from a variety of online email services which also
include Hotmail, Gmail and Yahoo. The spearphishing emails often include links to websites
that Thallium has set up in advance and that it controls. When a victim clicks on the link in the
email, their computer connects to the Thallium-controlled website. The victim is then presented
with a copy of a login page for the webmail provider that the victim is a subscriber of (e.g.
Hotmail, Yahoo, Gmail, United Nations webmail').

24.  Figure 1 below shows a copy of a spearphishing email used by Thallium. The
email was sent on January 3, 2019 and is spoofed to appear as if it was sent from a Microsoft
Account Team. For example, in the email address from which the email was sent, the Thallium
defendants have combined the letters “r” and “n” to appears as the first letter “m” in
“microsoft.com.” Side by side, the letters “r” and “n” (i.e. “rn™) appear very similar to the letter

23 ”

m.

! Thallium is targeting individuals with email addresses associated with the United Nations and their
@un.org domains.
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Microsoft account unusual sign-in activity

Micresoft account
Unusual sign-in activity

We detected something unusual about a recent gn-in to the Microsoft account bi**** @mer n. To heip k2ep you safe, we required an extra security challenge

Sign-in details:

Country/region: Japan

1P address: 17210521154

If this was you, then you can safely ignore this email

If you're not sure this was you, a malicious user might have your password . Please review your recent activity and we'll help you take corrective action

To opt out or change where you recetve security notifications, chek

Thanks,

The Microsoft account team
Figure 1 — Sample Spearphising Email

25. By clicking on the links seen in the above examples, the targeted user will be
connected to a Thallium-controlled website which will attempt to induce the victim to enter their
account credentials. For example, in Figure 1 above, the targeted user would have been taken to
the following domain that is a masquerade of Hotmail.com: login.hotrnall.com

26.  Upon successful compromise of a victim account, Thallium frequently logs into
the account from one of their [P addresses to review emails, contact lists, calendar appointments,
and anything else of interest that can be found in the account. On multiple occasions, Thallium
has also created a new mailbox rule in the victim’s account settings. This mailbox rule will
forward all new emails received by the victim to Thallium-controlled email addresses which are

included in the auto-forward rule. In this way, Thallium immediately receives copies of emails
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received by the victim, and Thallium can store and review that stolen material on Thallium-
controlled computers, beyond the control of the victim.

27.  Thallium often keeps track of which links have been sent to which victims by
including a Base64 hash? of the victim email address in the URL path of the link in the
spearphishing email. This allows Thallium to verify quickly which victims have received and
opened the spearphishing email and clicked on the link within. Figure 2 below shows an

example of a link with the victim email address Base64 hash included in the URL path.’

2 A “hash” is a mathematical function that can be used to map data of arbitrary size to fixed-length
values. “Base64” is an encoding scheme by which, for example, text such as an email address can be
represented through corresponding Base64 alphanumeric character values.

3In Figure 2, the first and last characters of the Base64 hash are shown for illustrative purposes, but the
complete Base64 hash is obfuscated to preserve the privacy of the victim and plaintiff’s operational
security, as the Base64 encoding could be readily reversed to show the victim email address. Similarly,
the victim email address itself is obfuscated to protect their privacy.

10
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Urls from phish email: basebq string
hnp::,'_n'logi-|.cu:I:ck[.]doc-.fae.ﬂ.:work,’ac:l'.ut),’?\v:lgna2.0&;'artply-d6_sq==S;rnkt:_.rjp
https://login.outiook] Jdoc-viewl.Jwork/activity/

baseG4 string victim email
baseé4 o - - - oo i QI hotmai.com
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Figure 2 — Sample Spearphishing Login Page And URL Path

28. Thallium uses a variety of domain and subdomain themes to deceive victims into
clicking or otherwise interacting with the domains. Some domains and subdomains have a
webmail  provider  theme, such as  “office356-us[.Jorg,”  “outlook.mail[.]info,”
“maingoogle[.Jcom,” or “inbox-yahoo[.Jcom,” while others mimic the victim’s organizations,
such as “unite.un.graphwin[.Jcom,” “unite.office356-us[.Jorg,” or “naver.com-change[.]pw.”
The bulk of Thallium’s domains however are generic but follow a pattern like “word-
word[.]TLD.” such as “dialy-post[.Jcom,” “day-post[.]com,” or “app-wallet[.]Jcom.” Some such

domains used by Thallium are associated with servers used to control the operation of malicious

software (“malware™) surreptitiously installed by Thallium on victim computers. For example,
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such domains may send commands to the malware or receive technical responses or stolen data
from the malware. The domains also have the benefit of being inconspicuous so as not to attract
attention from network administrators when they are reviewing network traffic logs. All of these
types of domains may be referred to as “command and control domains” and the associated
computer infrastructure may be referred to as “command and control infrastructure.”

29.  In addition, Thallium has developed a technique where a victim clicking on a
malicious link in an email is first connected to the command and control infrastructure and is
then re-directed to http://go.microsoft[.]Jcom/, a legitimate Microsoft domain. This technique
deceives and confuses victims into thinking the link is not compromised because the domain is
Microsoft’s and incorporates Microsoft’s trademarks and branded material. Even though the
victim is ultimately redirected to a Microsoft domain, Thallium first registers the victim’s access
to the command and control infrastructure to further carry out the malicious activity described in
this declaration. For example, Figure 3 below reflects that the malicious Thallium domain
“seoulhobi[.]biz,” deceptively redirects the victim to a real Microsoft website containing
Microsoft’s trademarks, in order to make a deceptive use of a legitimate Microsoft webpage,
including the “Microsoft,” “Office,” “Windows,” “Surface,” “Xbox,” “HoloLens,” and “Azure”
trademarks. The Thallium defendants carry out this technique in order to obfuscate their
malicious activities. For example, researchers or other parties who are looking for malicious
activities or accidentally browse to this domain may not understand that there is any malicious
activity associated with it because it displays legitimate Microsoft content, which is actually
displayed on a legitimate Microsoft website. Similarly, when the domain is being used for
malicious purposes to target victims, the victim will be completely unaware of this fact because
they are deceptively redirected to a legitimate Microsoft website that causes them to believe that

the site is trustworthy, when in fact it is malicious and actively delivering malware.

12
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Figure 3 — Fraudulent Use Of Microsoft Website And Trademarks

30.  Through research and investigation, Microsoft has determined that Thallium
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currently uses the domains identified in Appendix A to this Complaint in its command and
control infrastructure. The Thallium defendants sometimes disguise their command and control
infrastructure by incorporating into the names of its command and control domains the names
and trademarks of some well-known companies and organizations, including Microsoft, Google,
Yahoo, and Naver (a South Korean online platform). As seen in Appendix A to this Complaint,
Thallium has registered domains that contain Microsoft’s brands and trademarks as disguises.
Thallium’s use of Microsoft brands and trademarks is meant to confuse Microsoft’s customers
into clicking on malicious links that they believe are associated and owned by Microsoft. As
noted above, by tricking victims into clicking on the fraudulent links and providing their
credentials, the Thallium defendants are then able to log into the victim’s account. Additionally,
the Thallium defendants can read sensitive and personal emails within the account, create new
inbox rules including auto-forwarding, access the victim’s contact list, send additional
spearphishing emails to the victim’s contacts, and hide traces of this malicious activity in the
victim account by deleting emails. Customers expect Microsoft to provide safe and trustworthy
products and services. There is a great risk that Microsoft’s customers, both individuals and the
enterprises they work for, may incorrectly attribute these problems to Microsoft’s products and
services, thereby diluting and tarnishing the value of these trademarks and brands.

31.  In addition to targeting user’s credentials, the Thallium defendants also utilize
malware — the most common being indigenous implants named “BabyShark” and
“KimJongRAT” — to compromise systems and steal data from victim systems. The Thallium
defendants use misleading domains and Microsoft’s trademarks to cause victims to click on the
links that result in installation of this malware on the victims’ computers. Once installed on a
victim’s computer, this malware exfiltrates information from the victim computer, maintains a

persistent presence on the victim computer, and waits for further instructions from the Thallium

14
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defendants.

32.  Samples of the KimJongRAT malware were observed dating back to 2010. The
BabyShark malware is frequently sent to users as a malicious attachment to an email. The
malware will drop a file with the file extension “.hta.” That file will then send a command that
will beacon out to obtain an encoded script that is delivered back to the victim computer. The
malware enables all future macros for Microsoft Word and Excel by adding the following

registry keys taking away the user’s ability to disable macros:

HKCU\Software\Microsoft\Office\14.0\Excel\Security\VBAWarnings,value:1

HKCU\Software\Microsoft\Office\15.0\Excel\Security\VBAWarnings, value:1l

HKCU\Software\Microsoft\Office\16.0\Excel\Security\VBAWarnings,value:1l

HKCU\Software\Microsoft\Office\14.0\WORD\Security\VBAWarnings, value:1l

HKCU\Software\Microsoft\Office\15.0\WORD\Security\VBAWarnings, value:1l

HKCU\Software\Microsoft\Office\16.0\WORD\Security\VBAWarnings, value:l

33. From there, details and information from the victim computer are saved to
victim’s computer in the Windows operating system file: %appdata%\Microsoft\ttmp.log.
These details from the victim computer in the ttmp.log are then, ultimately, sent to one of the
command and control servers of the Thallium defendants. From there, the Thallium defendants
can send additional instructions and commands to the victim’s computer, and can exfiltrate
additional stolen information from that computer. By specifically targeting Microsoft’s
Windows operating system and utilizing registry and file paths containing Microsoft’s
trademarks, in order to deceive users and carry out the fraudulent scheme, the Thallium
defendants infringe Microsoft’s trademarks and deceptively use those trademarks in the context
of Microsoft’s Windows operating system.

34.  Figure 4 reflects the relationship between the Thallium command and control

15
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servers, associated with particular command and control domains, which interact with and

receive information from computers infected with the BabyShark and KimJongRAT malware:

=
Thallium Defendants
|

{

Thatium Command and Control Server
EENE YN
9 | N

.Y ) ] @ ) (o) el

Infection 1 infection 2 Infection 3 Infection 4 Infection 5 Infection 6 Infection 7

Figure 4 — Thallium Command and Control Servers

FIRST CLAIM FOR RELIEF

Violation of the Computer Fraud & Abuse Act, 18 U.S.C. § 1030

35. Microsoft incorporates by reference each and every allegation set forth in
paragraphs 1 through 34 above.

36. Defendants knowingly and intentionally accessed and continue to access
protected computers without authorization and knowingly caused the transmission of a program,
information, code and commands. resulting in damage to the protected computers. the software
residing thereon, and Microsoft.

37.  Defendants’ conduct involved interstate and/or foreign communications.

16
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38.  Defendants’ conduct has caused a loss to Microsoft during a one-year period
aggregating at least $5,000.

39.  Microsoft seeks injunctive relief and compensatory and punitive damages under
18 U.S.C. §1030(g) in an amount to be proven at trial.

40.  As a direct result of Defendants’ actions, Microsoft has suffered and continues to
suffer irreparable harm for which there is no adequate remedy at law, and which will continue
unless Defendants’ actions are enjoined.

SECOND CLAIM FOR RELIEF
Violation of Electronic Communications Privacy Act, 18 U.S.C. § 2701

41.  Microsoft incorporates by reference each and every allegation set forth in
paragraphs 1 through 40 above.

42.  Microsoft’s Windows operating system software, and Microsoft’s customers’
computers running such software, and Microsoft’s cloud-based services, such as Hotmail,
Outlook and Office 365, are facilities through which electronic communication service is
provided to Microsoft’s users and customers.

43.  Defendants knowingly and intentionally accessed the Windows operating system
and Microsoft’s Hotmail, Outlook and Office 365 software, services and computers upon which
this software and services run without authorization or in excess of any authorization granted by
Microsoft or any other party.

44.  Through this unauthorized access, Defendants intercepted, had access to, obtained
and altered, and/or prevented legitimate, authorized access to, wire and electronic
communications transmitted via Microsoft’s Windows operating system software and
Microsoft’s Hotmail, Outlook and Office 365 services and the computers running such software

and services.

17
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45.  Microsoft seeks injunctive relief and compensatory and punitive damages in an
amount to be proven at trial.

46. As a direct result of Defendants’ actions, Microsoft has suffered and continues to
suffer irreparable harm for which there is no adequate remedy at law, and which will continue
unless Defendants’ actions are enjoined.

THIRD CLAIM FOR RELIEF
Trademark Infringement Under the Lanham Act — 15 U.S.C. § 1114 ef seq.

47.  Microsoft incorporates by reference each and every allegation set forth in
paragraphs 1 through 46 above.

48.  Defendants have used Microsoft’s trademarks in interstate commerce, including
Microsoft’s federally registered trademarks for the word marks Microsoft®, Windows®,
Hotmail®, Outlook®, MSN®, and 0fﬁce365®, among other trademarks.

49.  As a result of their wrongful conduct, Defendants are liable to Microsoft for
violation of the Lanham Act.

50.  Microsoft seeks injunctive relief and compensatory and punitive damages in an
amount to be proven at trial.

51. As a direct result of Defendants’ actions, Microsoft has suffered and continues to
suffer irreparable harm for which they have no adequate remedy at law, and which will continue
unless Defendants’ actions are enjoined.

52.  Defendants’ wrongful and unauthorized use of Microsoft’s trademarks to
promote, market, or sell products and services constitutes trademark infringement pursuant to 15
U.S.C. § 1114 et seq.

FOURTH CLAIM FOR RELIEF

False Designation of Origin Under The Lanham Act - 15 U.S.C. § 1125(a)

18
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53.  Microsoft incorporates by reference each and every allegation set forth in
paragraphs 1 through 52 above.

54.  Microsoft’s trademarks are distinctive marks that are associated with Microsoft
and exclusively identify its businesses, products, and services.

55.  Defendants make unauthorized use of Microsoft’s trademarks. By doing so,
Defendants create false designations of origin as to tainted Microsoft products that are likely to
cause confusion, mistake, or deception.

56. As a result of their wrongful conduct, Defendants are liable to Microsoft for
violation of the Lanham Act, 15 U.S.C. § 1125(a).

57.  Microsoft seeks injunctive relief and compensatory and punitive damages in an
amount to be proven at trial.

58. As a direct result of Defendants’ actions, Microsoft has suffered and continues to
suffer irreparable harm for which there is no adequate remedy at law, and which will continue
unless Defendants’ actions are enjoined.

FIFTH CLAIM FOR RELIEF
Trademark Dilution Under The Lanham Act — 15 U.S.C. § 1125(c)

59.  Microsoft incorporates by reference each and every allegation set forth in
paragraphs 1 through 58 above.

60.  Microsoft’s trademarks are famous marks that are associated with Microsoft and
exclusively identify its businesses, products, and services.

61.  Defendants make unauthorized use of Microsoft’s trademarks. By doing so,
Defendants are likely to cause dilution by tarnishment of Microsoft’s trademarks.

62.  Microsoft seeks injunctive relief and compensatory and punitive damages in an

amount to be proven at trial.
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63.  As a direct result of Defendants’ actions, Microsoft has suffered and continue to
suffer irreparable harm for which there is no adequate remedy at law, and which will continue
unless Defendants’ actions are enjoined.

SIXTH CLAIM FOR RELIEF
Cybersquatting under the Anti-Cybersquatting Consumer Protection Act— 15 U.S.C. §
1125(d)

64.  Microsoft incorporates by reference each and every allegation set forth in
paragraphs 1 through 63 above.

65. Microsoft’s trademarks were distinctive at the time Defendants registered the
command and control domains and remain distinctive today.

66.  Microsoft’s trademarks were famous at the time Defendants registered the
command and control domains and remain famous today.

67. The command and control domains are confusingly similar to or dilutive of
Microsoft’s trademarks.

68.  Defendants have registered, trafficked in, and/or used the command and control
domains with bad faith with intent to profit from Microsoft’s trademarks. As a result of their
wrongful conduct, Defendants are liable to Microsoft for violation of the Anti-Cybersquatting
Consumer Protection Act, 15 U.S.C. § 1125(d).

SEVENTH CLAIM FOR RELIEF
Common Law Trespass to Chattels

69.  Microsoft incorporates by reference each and every allegation set forth in
paragraphs 1 through 68 above.

70.  Defendants have used a computer and/or computer network, without authority,

with the intent to cause physical injury to the property of another.
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71.  Defendants have, without authority, used a computer and/or computer network,
without authority, with the intent to trespass on the computers and computer networks of
Microsoft and its customers.

72.  Defendants’ actions in operating Thallium result in unauthorized access to
Microsoft’s Windows operating system and Internet Explorer software and the computers on
which such programs run, and result in unauthorized intrusion into those computers and theft of
information, account credentials, and funds.

73.  Defendants intentionally caused this conduct and this conduct was unlawful and
unauthorized.

74.  Defendants’ actions have caused injury to Microsoft and have interfered with the
possessory interests of Microsoft over its software.

75.  Microsoft seeks injunctive relief and compensatory and punitive damages in an
amount to be proven at trial.

76. As a direct result of Defendants’ actions, Microsoft has suffered and continues to
suffer irreparable harm for which there is no adequate remedy at law, and which will continue
unless Defendants’ actions are enjoined.

EIGHTH CLAIM FOR RELIEF
Unjust Enrichment

77.  Microsoft incorporates by reference each and every allegation set forth in
paragraphs 1 through 76 above.

78.  The acts of Defendants complained of herein constitute unjust enrichment of the
Defendants at the expense of Microsoft in violation of the common law. Defendants used,
without authorization or license, software belonging to Microsoft to facilitate unlawful conduct

inuring to the benefit of Defendants.
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79.  Defendants profited unjustly from their unauthorized and unlicensed use of
Microsoft’s intellectual property.

80.  Upon information and belief, Defendants had an appreciation and knowledge of
the benefit they derived from their unauthorized and unlicensed use of Microsoft’s intellectual
property.

81.  Retention by the Defendants of the profits they derived from their malfeasance
would be inequitable.

82.  Microsoft seeks injunctive relief and compensatory and punitive damages in an
amount to be proven at trial, including without limitation disgorgement of Defendants’ ill-gotten
profits.

83.  As a direct result of Defendants’ actions, Microsoft suffered and continues to
suffer irreparable harm for which there is no adequate remedy at law, and which will continue
unless Defendants’ actions are enjoined.

NINTH CLAIM FOR RELIEF
Conversion

84.  Microsoft incorporates by reference each and every allegation set forth in
paragraphs 1 through 83 above.

85. Microsoft owns all right, title, and interest in its Windows software and the
Hotmail, Outlook and Office365 software and services. Microsoft licenses its software to end-
users. Defendants have interfered with, unlawfully and without authorization, and dispossessed
Microsoft of control over its Windows software and its Hotmail, Outlook and Office365 software
and services.

86.  Defendants have, without authority, used a computer and/or computer network,

without authority, with the intent to remove, halt, or otherwise disable computer data, computer
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programs, and computer software from a computer or computer network.

87.  Defendants have, without authority, used a computer and/or computer network,
without authority, with the intent to cause a computer to malfunction.

88.  Microsoft seeks injunctive relief and compensatory and punitive damages in an
amount to be proven at trial, including without limitation the return of Defendants’ ill-gotten
profits.

89.  As a direct result of Defendants’ actions, Microsoft suffered and continue to
suffer irreparable harm for which there is no adequate remedy at law, and which will continue
unless Defendants’ actions are enjoined.

TENTH CLAIM FOR RELIEF
Intentional Interference with Contractual Relationships

90.  Microsoft incorporates by reference each and every allegation set forth in
paragraphs 1 through 89 above.

91.  Microsoft has valid and subsisting contractual relationships with licensees of its
Windows, Hotmail, Outlook and Office 365 products. Microsoft’s contracts confer economic
benefit on Microsoft.

92.  Defendants’ conduct interferes with Microsoft’s contractual relationships by
impairing, and in some instances destroying, the products and services Microsoft provides to its
customers. On information and belief, Defendants know that their conduct is likely to interfere
with Microsoft’s contracts and to deprive Microsoft of the attendant economic benefits.

93. On information and belief, Microsoft has lost licensees due to Defendants’
conduct.

94.  Defendants’ conduct has caused Microsoft economic harm. Microsoft seeks

injunctive relief and compensatory and punitive damages in an amount to be proven at trial.
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95.  As adirect result of Defendants’ actions, Microsoft has suffered and continues to
suffer irreparable harm for which there is no adequate remedy at law, and which will continue
unless Defendants’ actions are enjoined.

PRAYER FOR RELIEF

WHEREFORE, Plaintiffs prays that the Court:

1. Enter judgment in favor of Microsoft and against the Defendants.

2. Declare that Defendants’ conduct has been willful and that Defendants have acted
with fraud, malice and oppression.

3. Enter a preliminary and permanent injunction enjoining Defendants and their
officers, directors, principals, agents, servants, employees, successors, and assigns, and all
persons and entities in active concert or participation with them, from engaging in any of the
activity complained of herein or from causing any of the injury complained of herein and from
assisting, aiding or abetting any other person or business entity in engaging in or performing any
of the activity complained of herein or from causing any of the injury complained of herein.

4. Enter a preliminary and permanent injunction giving Microsoft control over the
domains used by Defendants to cause injury and enjoining Defendants from using such
instrumentalities.

5. Enter judgment awarding Plaintiffs actual damages from Defendants adequate to
compensate Plaintiffs for Defendants’ activity complained of herein and for any injury
complained of herein, including but not limited to interest and costs, in an amount to be proven
at trial.

6. Enter judgment disgorging Defendants’ profits.

7. Enter judgment awarding enhanced, exemplary and special damages, in an

amount to be proved at trial.
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8. Enter judgment awarding attorneys’ fees and costs, and

9. Order such other relief that the Court deems just and reasonable.
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DEMAND FOR JURY TRIAL
Microsoft respectfully requests a trial by jury on all issues so triable in accordance with

Fed. R. Civ. P. 38.
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Dated: December 18, 2019 /@cfully ed, —~
s

‘David O\Brien (VA Bar No. 14924)
CROWELL & MORING LLP

1001 Pennsylvania Avenue NW
Washington DC 20004-2595
Telephone: (202) 624-2500

Fax: (202) 628-5116
dobrien@crowell.com

Gabriel M. Ramsey (pro hac vice)
Kayvan Ghaffari (pro hac vice)
CROWELL & MORING LLP

3 Embarcadero Center, 26th Floor
San Francisco, CA 94111
Telephone: (415) 986-2800

Fax: (415) 986-2827
gramsey@crowell.com
kghaffari@crowell.com

Richard Domingues Boscovich (pro hac vice)
MICROSOFT CORPORATION

One Microsoft Way

Redmond, WA 98052-6399

Telephone: (425) 704-0867

Fax: (425) 936-7329
rbosco@microsoft.com

Attorneys for Plaintiff Microsoft Corp.
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ORG DOMAINS

Registry

Public Interest Registry (PIR)
1775 Wiehle Avenue

Suite 200

Reston Virginia 20190

United States

APPENDIX A

OFFICE356-US.ORG

Domain Name: OFFICE356-US.ORG

Registry Domain ID: D402200000005189950-LROR
Registrar WHOIS Server: whois. 1api.net

Registrar URL: http://www.lapi.net

Updated Date: 2019-02-15T01:32:18Z

Creation Date: 2018-02-14T08:17:06Z

Registry Expiry Date: 2020-02-14T08:17:06Z
Registrar Registration Expiration Date:

Registrar: 1API GmbH

Registrar IANA ID: 1387

Registrar Abuse Contact Email: abuse@1api.net
Registrar Abuse Contact Phone: +49.68416984200
Reseller:

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registrant Organization: MS

Registrant State/Province: 1

Registrant Country: US

Name Server: NS120.TRUEHOSTER.NET

Name Server: NS121. TRUEHOSTER.NET
DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form https
/f'www.icann.org/wicf/)

>>> Last update of WHOIS database: 2019-12-
06T19:24:50Z <<<

SMTPER.ORG

Domain Name: SMTPER.ORG

Registry Domain ID: D402200000011172427-LROR
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: http://www.publicdomainregistry.com
Updated Date: 2019-10-14T03:49:24Z

Creation Date: 2019-08-14T08:16:10Z

Registry Expiry Date: 2020-08-14T08:16:10Z
Registrar Registration Expiration Date:

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Registrar Abuse Contact Email: abuse-

contact@publicdomainregistry.com
Registrar Abuse Contact Phone: +1.2013775952
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Reseller:

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registrant Organization: GDPR Masked

Registrant State/Province: GDPR Masked

Registrant Country: US

Name Server: NS31.CLOUDNS.NET

Name Server: NS32.CLOUDNS.NET

Name Server: NS33.CLOUDNS.NET

Name Server: NS34.CLOUDNS.NET

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form https
//www.icann.org/wicf/

.BIZ DOMAINS

Registry
NeuStar, Inc.
21575 Ridgetop Circle

Sterling, VA 20166

SEOULHOBI.BIZ

Domain Name: seoulhobi.biz

Registry Domain ID: D3ADAE10C8D8E44B88339582227E
FOFDE-NSR

Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: publicdomainregistry.com

Updated Date: 2019-03-12T15:05:00Z

Creation Date: 2019-02-24T17:44:17Z

Registry Expiry Date: 2020-02-24T17:44:17Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registrant Organization: N/A

Registrant State/Province: Hikari

Registrant Country: JP

Registrant Email: Please query the RDDS service of the Regi
strar of Record identified in this output for information on ho
w to contact the Registrant, Admin, or Tech contact of the qu
eried domain name.

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form: http

s://www.icann.org/wicf/
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.CASH DOMAINS

Registry

Binky Moon, LLC

Donuts Inc.

5808 Lake Washington Blvd NE, Suite 300
Kirkland, WA 98033

READER.CASH

Domain Name: reader.cash

Registry Domain ID: 380312f8fcc340edbc1803¢c144d5b363-
DONUTS

Registrar WHOIS Server: whois.PublicDomainRegistry.com
Registrar URL: http://www.PublicDomainRegistry.com
Updated Date: 2019-11-18T08:51:21Z

Creation Date: 2019-11-01T08:32:05Z

Registry Expiry Date: 2020-11-01T08:32:05Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +91.2230797500

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: REDACTED FOR PRIVACY
Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: GDPR Masked

Registrant Street: REDACTED FOR PRIVACY

Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: GDPR Masked

Registrant Postal Code: REDACTED FOR PRIVACY
Registrant Country: US

Registrant Phone: REDACTED FOR PRIVACY

Registrant Phone Ext: REDACTED FOR PRIVACY
Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext: REDACTED FOR PRIVACY
Registrant Email: Please query the RDDS service of the Regi
strar of Record identified in this output for information on ho
w to contact the Registrant, Admin, or Tech contact of the qu
eried domain name.

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form: http
s://www.icann.org/wicf/

.COM, .NET DOMAINS
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Registry

VeriSign, Inc.

VeriSign Information Services, Inc.
12061 Bluemont Way

Reston Virginia 20190

United States

HOTRNALL.COM

Domain Name: hotrnall.com

Registry Domain ID: 2346795666 _DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com
Updated Date: 2019-08-30T17:31:18Z

Creation Date: 2018-12-26T00:34:31Z

Registrar Registration Expiration Date: 2019-12-
26T00:34:31Z

Registrar: GMO INTERNET, INC.

Registrar IANA ID: 49

Registrar Abuse Contact Email: abuse@gmo.jp
Registrar Abuse Contact Phone: +81.337709199
Domain Status: ok https://icann.org/epp#ok
Registry Registrant ID: Not Available From Registry
Registrant Name: Kurokawa Tomoko

Registrant Organization: Personal

Registrant Street: 5-3-6 Akasaka

Registrant City: Minato-ku

Registrant State/Province: Tokyo

Registrant Postal Code: 106-8006

Registrant Country: JP

Registrant Phone: +81.355713191

Registrant Phone Ext:

Registrant Fax: +81.355712051

Registrant Fax Ext:

Registrant Email: tang_guanghui@hotmail.com
Registry Admin ID: Not Available From Registry
Admin Name: Kurokawa Tomoko

Admin Organization: Personal

Admin Street: 5-3-6 Akasaka

Admin City: Minato-ku

Admin State/Province: Tokyo

Admin Postal Code: 106-8006

Admin Country: JP

Admin Phone: +81.355713191

Admin Phone Ext:

Admin Fax: +81.355712051

Admin Fax Ext:

Admin Email: tang_guanghui@hotmail.com
Registry Tech ID: Not Available From Registry
Tech Name: Kurokawa Tomoko

Tech Organization: Personal
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Tech Street: 5-3-6 Akasaka

Tech City: Minato-ku

Tech State/Province: Tokyo

Tech Postal Code: 106-8006

Tech Country: JP

Tech Phone: +81.355713191

Tech Phone Ext:

Tech Fax: +81.355712051

Tech Fax Ext:

Tech Email: tang_guanghui@hotmail.com

Name Server: ns4.value-domain.com

Name Server: ns5.value-domain.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

>>> Last update of WHOIS database: 2019-08-
30T17:31:18Z <<< Domain Name: hotrnall.com
Registry Domain ID: 2346795666_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com
Updated Date: 2019-08-30T17:31:18Z

Creation Date: 2018-12-26T00:34:31Z

Registrar Registration Expiration Date: 2019-12-
26T00:34:31Z

Registrar: GMO INTERNET, INC.

Registrar IANA ID: 49

Registrar Abuse Contact Email: abuse@gmo.jp
Registrar Abuse Contact Phone: +81.337709199
Domain Status: ok https://icann.org/epp#ok
Registry Registrant ID: Not Available From Registry
Registrant Name: Kurokawa Tomoko

Registrant Organization: Personal

Registrant Street: 5-3-6 Akasaka

Registrant City: Minato-ku

Registrant State/Province: Tokyo

Registrant Postal Code: 106-8006

Registrant Country: JP

Registrant Phone: +81.355713191

Registrant Phone Ext:

Registrant Fax: +81.355712051

Registrant Fax Ext:

Registrant Email: tang_guanghui@hotmail.com
Registry Admin ID: Not Available From Registry
Admin Name: Kurokawa Tomoko

Admin Organization: Personal

Admin Street: 5-3-6 Akasaka

Admin City: Minato-ku

Admin State/Province: Tokyo

Admin Postal Code: 106-8006

Admin Country: JP
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Admin Phone: +81.355713191

Admin Phone Ext:

Admin Fax: +81.355712051

Admin Fax Ext:

Admin Email: tang_guanghui@hotmail.com
Registry Tech ID: Not Available From Registry
Tech Name: Kurokawa Tomoko

Tech Organization: Personal

Tech Street: 5-3-6 Akasaka

Tech City: Minato-ku

Tech State/Province: Tokyo

Tech Postal Code: 106-8006

Tech Country: JP

Tech Phone: +81.355713191

Tech Phone Ext:

Tech Fax: +81.355712051

Tech Fax Ext:

Tech Email: tang_guanghui@hotmail.com
Name Server: ns4.value-domain.com

Name Server: ns5.value-domain.com
DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

SEC-LIVE.COM

Domain Name: sec-live.com

Registry Domain ID: 2345629507_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com

Updated Date: 2019-08-30T17:16:09Z

Creation Date: 2018-12-22T08:47:19Z

Registrar Registration Expiration Date: 2019-12-
22T08:47:19Z

Registrar: GMO INTERNET, INC.

Registrar IANA ID: 49

Registrar Abuse Contact Email: abuse@gmo.jp
Registrar Abuse Contact Phone: +81.337709199
Domain Status: ok https://icann.org/epp#ok

Registry Registrant ID: Not Available From Registry
Registrant Name: Kurokawa Tomoko

Registrant Organization: Personal

Registrant Street: 5-3-6 Akasaka

Registrant City: Minato-ku

Registrant State/Province: Tokyo

Registrant Postal Code: 106-8006

Registrant Country: JP

Registrant Phone: +81.355713191

Registrant Phone Ext:

Registrant Fax: +81.355712051

Registrant Fax Ext:

Registrant Email: tang_guanghui@hotmail.com
Registry Admin ID: Not Available From Registry
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Admin Name: Kurokawa Tomoko

Admin Organization: Personal

Admin Street: 5-3-6 Akasaka

Admin City: Minato-ku

Admin State/Province: Tokyo

Admin Postal Code: 106-8006

Admin Country: JP

Admin Phone: +81.355713191

Admin Phone Ext:

Admin Fax: +81.355712051

Admin Fax Ext:

Admin Email: tang_guanghui@hotmail.com
Registry Tech ID: Not Available From Registry
Tech Name: Kurokawa Tomoko

Tech Organization: Personal

Tech Street: 5-3-6 Akasaka

Tech City: Minato-ku

Tech State/Province: Tokyo

Tech Postal Code: 106-8006

Tech Country: JP

Tech Phone: +81.355713191

Tech Phone Ext:

Tech Fax: +81.355712051

Tech Fax Ext:

Tech Email: tang_guanghui@hotmail.com
Name Server: ns4.value-domain.com

Name Server: nsS5.value-domain.com
DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

RNAIL.COM

Domain Name: RNAIL.COM

Registry Domain ID: 2395465199 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-07-27T02:16:51Z

Creation Date: 2019-05-27T02:59:08Z

Registrar Registration Expiration Date: 2020-05-
27T02:59:08Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: Dongll Song

Registrant Organization: MobileProtect

Registrant Street: 25 Seonhwa-ro 20-gil Jillyang-eup
Registrant City: Gyeongsan-si

Registrant State/Province: Gyeongsangbuk-do

Registrant Postal Code: 38492

Registrant Country: KR
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Registrant Phone: +82.01033988890

Registrant Email: bitcoin024@hanmail.net

Registry Admin ID: Not Available From Registry
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

RNAILM.COM

Domain Name: RNAILM.COM

Registry Domain ID: 2358789139 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-04-09T02:17:00Z

Creation Date: 2019-02-07T06:31:49Z

Registrar Registration Expiration Date: 2020-02-
07T06:31:49Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: Annie Cho

Registrant Organization: CoinWallet

Registrant Street: 13535 UNION VILLAGE CIR
Registrant City: Clifton

Registrant State/Province: Virginia

Registrant Postal Code: 20124

Registrant Country: US

Registrant Phone: +1.8055678218

Registrant Email: bitcoin025@hanmail.net

Registry Admin ID: Not Available From Registry
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste

m: http://wdprs.internic.net/

SECRITYPROCESSING.COM

Domain Name: SECRITYPROCESSING.COM

Registry Domain ID: 2371156493 _DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-05-20T02:18:04Z

Creation Date: 2019-03-20T07:29:16Z

Registrar Registration Expiration Date: 2020-03-
20T07:29:16Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited
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Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-maskin dpr-masked.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste

m: http://wdprs.internic.net/

SECURITEDMODE.COM

Domain Name: SECURITEDMODE.COM

Registry Domain ID: 2371156536_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-05-20T02:18:05Z

Creation Date: 2019-03-20T07:29:59Z

Registrar Registration Expiration Date: 2020-03-
20T07:29:59Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-maskin dpr-masked.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-

contact@publicdomainregistry.com
Registrar Abuse Contact Phone: +1.2013775952
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URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

SECURYTINGMAIL.COM

Domain Name: SECURYTINGMAIL.COM

Registry Domain ID: 2371156527_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-05-20T02:18:02Z

Creation Date: 2019-03-20T07:29:50Z

Registrar Registration Expiration Date: 2020-03-
20T07:29:50Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-masking@gdpr-masked.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

SET-LOGIN.COM

Domain Name: set-login.com

Registry Domain ID: 2360933211_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com

Updated Date: 2019-08-30T17:25:43Z

Creation Date: 2019-02-15T07:54:55Z

Registrar Registration Expiration Date: 2020-02-
15T07:54:57Z

Registrar: GMO INTERNET, INC.

Registrar IANA ID: 49

Registrar Abuse Contact Email: abuse@gmo.jp
Registrar Abuse Contact Phone: +81.337709199
Domain Status: ok https://icann.org/epp#ok

Registry Registrant ID: Not Available From Registry
Registrant Name: naoki yamada

Registrant Organization: Personal
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Registrant Street: 4-32 Nishirokugo

Registrant City: Ota-ku

Registrant State/Province: Tokyo

Registrant Postal Code: 144-0056

Registrant Country: JP

Registrant Phone: +81.337396567

Registrant Email: satoshiman0088@gmail.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

USRCHECKING.COM

Domain Name: USRCHECKING.COM

Registry Domain ID: 2371156468_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-05-20T02:18:06Z

Creation Date: 2019-03-20T07:29:07Z

Registrar Registration Expiration Date: 2020-03-
20T07:29:07Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-masking@gdpr-masked.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http.//wdprs.internic.net/

PW-CHANGE.COM

Domain Name: PW-CHANGE.COM

Registry Domain ID: 2371470962_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-05-20T02:25:23Z

Creation Date: 2019-03-21T02:09:48Z

Registrar Registration Expiration Date: 2020-03-
21T02:09:48Z
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Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: ALEXEY IGORIEVICH PECHENOV
Registrant Organization:

Registrant Street: Moscow Region, Solnechnogorsk-

30, ul. Tsentralnaya 28

Registrant City: Moscow

Registrant State/Province: Moscow

Registrant Postal Code: 141530

Registrant Country: RU

Registrant Phone: +7.9773177182

Registrant Email: noreplygooglesender@gmail.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http.//wdprs.internic.net/

APP-WALLET.COM

Domain Name: APP-WALLET.COM

Registry Domain ID: 2335434562_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-11-22T08:44:07Z

Creation Date: 2018-11-22T07:26:56Z

Registrar Registration Expiration Date: 2019-11-
22T07:26:56Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: Annie Cho

Registrant Organization: CoinWallet

Registrant Street: 13535 UNION VILLAGE CIR
Registrant City: Clifton

Registrant State/Province: Virginia

Registrant Postal Code: 20124

Registrant Country: US

Registrant Phone: +1.8055678218

Registrant Email: bitcoin025@hanmail.net

DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/
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BIGWNET.COM

Domain Name: bigwnet.com

Registry Domain ID: 2351682947 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com

Updated Date: 2019-08-30T17:31:28Z

Creation Date: 2019-01-12T02:32:17Z2

Registrar Registration Expiration Date: 2020-01-
12T02:32:16Z

Registrar: GMO INTERNET, INC.

Registrar IANA ID: 49

Registrar Abuse Contact Email: abuse@gmo.jp
Registrar Abuse Contact Phone: +81.337709199
Domain Status: ok https://icann.org/epp#ok

Registry Registrant ID: Not Available From Registry
Registrant Name: Yoichi Shimada

Registrant Organization: Personal

Registrant Street: 1-1301 Saburomaru

Registrant City: Fukui-shi

Registrant State/Province: Fukui

Registrant Postal Code: 910-0033

Registrant Country: JP

Registrant Phone: +81.776281905

Registrant Email: pigcoin2020@hotmail.com
DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

BITWOLL.COM

Domain Name: BITWOLL.COM

Registry Domain ID: 2440667088_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-10-06T02:18:08Z

Creation Date: 2019-10-06T02:18:07Z

Registrar Registration Expiration Date: 2020-10-
06T02:18:07Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked
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Registrant Fax Ext:

Registrant Email: gdpr-maskin dpr-masked.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

CEXROUT.COM

Domain Name: CEXROUT.COM

Registry Domain ID: 2350055800 _DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-03-08T02:17:28Z

Creation Date: 2019-01-06T08:41:05Z

Registrar Registration Expiration Date: 2020-01-
06T08:41:05Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-masking@gdpr-masked.com
Registry Admin ID: Not Available From Registry

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

CHANGE-PW.COM

Domain Name: CHANGE-PW.COM

Registry Domain ID: 2368816873_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-05-13T02:18:00Z

Creation Date: 2019-03-13T02:19:22Z

Registrar Registration Expiration Date: 2020-03-
13T02:19:22Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry

15




Case 1:19-cv-01582-LO-JFA Document 1-1 Filed 12/18/19 Page 16 of 37 PagelD# 43

Registrant Name: Seung Hak Hyun

Registrant Organization:

Registrant Street: 30, Mokdongjungangbon-ro 13-
gil, Yangcheon-gu, Seoul

Registrant City: Seoul-si

Registrant State/Province: Seoul

Registrant Postal Code: 07954

Registrant Country: KR

Registrant Phone: +82.1034070909

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: rninchurl@daum.net

Registry Admin ID: Not Available From Registry
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

CHECKPROFIE.COM

Domain Name: CHECKPROFIE.COM

Registry Domain ID: 2371156560 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-05-20T02:18:06Z

Creation Date: 2019-03-20T07:30:13Z

Registrar Registration Expiration Date: 2020-03-
20T07:30:13Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-masking@gdpr-masked.com
Registry Admin ID: Not Available From Registry

Admin Name: GDPR Masked

Admin Organization: GDPR Masked

Admin Street: GDPR Masked GDPR Masked GDPR Maske
d

Admin City: GDPR Masked

Admin State/Province: Sofia

Admin Postal Code: GDPR Masked
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Admin Country: BG

Admin Phone: +GDPR Masked.GDPR Masked
Admin Phone Ext:

Admin Fax: +GDPR Masked.GDPR Masked
Admin Fax Ext:

Admin Email: gdpr-maskin dpr-masked.com
Registry Tech ID: Not Available From Registry
Tech Name: GDPR Masked

Tech Organization: GDPR Masked

Tech Street: GDPR Masked GDPR Masked GDPR Masked
Tech City: GDPR Masked

Tech State/Province: Sofia

Tech Postal Code: GDPR Masked

Tech Country: BG

Tech Phone: +GDPR Masked.GDPR Masked
Tech Phone Ext:

Tech Fax: +GDPR Masked.GDPR Masked

Tech Fax Ext:

Tech Email: gdpr-maskin dpr-masked.com
Name Server: ns31.cloudns.net

Name Server: ns32.cloudns.net

Name Server: ns33.cloudns.net

Name Server: ns34.cloudns.net

DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

CLOUDWEBAPPSERVICE.COM

Domain Name: CLOUDWEBAPPSERVICE.COM
Registry Domain ID: 2351156215_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-03-12T02:16:46Z

Creation Date: 2019-01-10T06:59:07Z

Registrar Registration Expiration Date: 2020-01-
10T06:59:07Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: aji 917

Registrant Organization:

Registrant Street: seoul

Registrant City: seoul

Registrant State/Province: seoul

Registrant Postal Code: 01111

Registrant Country: KR

Registrant Phone: +82.37282156170
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Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: tiger199392@daum.net

Registry Admin ID: Not Available From Registry

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

CTQUAST.COM

Domain Name: CTQUAST.COM

Registry Domain ID: 2388608965_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-07-08T02:19:55Z

Creation Date: 2019-05-08T10:55:05Z

Registrar Registration Expiration Date: 2020-05-
08T10:55:05Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-maskin dpr-masked.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

DATAVIEWERING.COM

Domain Name: DATAVIEWERING.COM

Registry Domain ID: 2366296798_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-05-05T02:18:29Z

Creation Date: 2019-03-05T09:48:29Z

Registrar Registration Expiration Date: 2020-03-
05T09:48:29Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
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p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked
Registrant Fax Ext:

Registrant Email: gdpr-masking@gdpr-masked.com
Registry Admin ID: Not Available From Registry
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

DAY-POST.COM

Domain Name: DAY-POST.COM

Registry Domain ID: 2355017915_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-03-25T02:24:36Z

Creation Date: 2019-01-24T01:45:15Z

Registrar Registration Expiration Date: 2020-01-
24T01:45:15Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA 1D: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-masking@gdpr-masked.com
Registry Admin ID: Not Available From Registry
DNSSEC: Unsigned
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Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

DIALY-POST.COM

Domain Name: DIALY-POST.COM

Registry Domain ID: 2355039478_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-03-26T02:16:33Z

Creation Date: 2019-01-24T06:13:15Z

Registrar Registration Expiration Date: 2020-01-
24T06:13:15Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-maskin dpr-masked.com
Registry Admin ID: Not Available From Registry

Admin Name: GDPR Masked

Admin Organization: GDPR Masked

Admin Street: GDPR Masked GDPR Masked GDPR Maske
d

Admin City: GDPR Masked

Admin State/Province: Sofia

Admin Postal Code: GDPR Masked

Admin Country: BG

Admin Phone: +GDPR Masked.GDPR Masked

Admin Phone Ext:

Admin Fax: +GDPR Masked.GDPR Masked

Admin Fax Ext:

Admin Email: gdpr-masking@gdpr-masked.com

Registry Tech ID: Not Available From Registry

Tech Name: GDPR Masked

Tech Organization: GDPR Masked

Tech Street: GDPR Masked GDPR Masked GDPR Masked
Tech City: GDPR Masked
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Tech State/Province: Sofia

Tech Postal Code: GDPR Masked

Tech Country: BG

Tech Phone: +GDPR Masked . GDPR Masked
Tech Phone Ext:

Tech Fax: +GDPR Masked.GDPR Masked
Tech Fax Ext:

Tech Email: gdpr-maskin dpr-masked.com
Name Server: ns31.cloudns.net

Name Server: ns32.cloudns.net

Name Server: ns33.cloudns.net

Name Server: ns34.cloudns.net

DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

>>> Last update of WHOIS database: 2019-12-
06T19:40:39Z <<<

DOCUMENTVIEWINGCOM.COM

Domain Name: DOCUMENTVIEWINGCOM.COM
Registry Domain ID: 2371156518 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-05-20T02:18:04Z

Creation Date: 2019-03-20T07:29:34Z

Registrar Registration Expiration Date: 2020-03-
20T07:29:34Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-masking@gdpr-masked.com
Registry Admin ID: Not Available From Registry
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-

contact@publicdomainregistry.com
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Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http.//wdprs.internic.net/

DOVVN-MAIL.COM

Domain Name: dovvn-mail.com

Registry Domain ID: 2351678418_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com

Updated Date: 2019-04-26T14:07:21Z

Creation Date: 2019-01-12T01:08:20Z

Registrar Registration Expiration Date: 2020-01-
12T01:08:19Z

Registrar: GMO INTERNET, INC.

Registrar IANA ID: 49

Registrar Abuse Contact Email: abuse@gmo.jp
Registrar Abuse Contact Phone: +81.337709199
Domain Status: ok https://icann.org/epp#ok

Registry Registrant ID: Not Available From Registry
Registrant Name: Yoichi Shimada

Registrant Organization: Personal

Registrant Street: 1-1301 Saburomaru

Registrant City: Fukui-shi

Registrant State/Province: Fukui

Registrant Postal Code: 910-0033

Registrant Country: JP

Registrant Phone: +81.776281905

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: pigcoin2020@hotmail.com
Registry Admin ID: Not Available From Registry
Name Server: ns4.value-domain.com

Name Server: ns5.value-domain.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

DOWN-ERROR.COM

Domain Name: DOWN-ERROR.COM

Registry Domain ID: 2364422957_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-04-28T02:17:57Z

Creation Date: 2019-02-27T02:08:59Z

Registrar Registration Expiration Date: 2020-02-
27T02:08:59Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: Seung Hak Hyun

Registrant Organization:
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Registrant Street: 30, Mokdongjungangbon-ro 13-
gil, Yangcheon-gu, Seoul

Registrant City: Seoul-si

Registrant State/Province: Seoul

Registrant Postal Code: 07954

Registrant Country: KR

Registrant Phone: +82.1034070909

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: rninchurl@daum.net

DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.interic.net/

DRIVECHECKINGCOM.COM

Domain Name: DRIVECHECKINGCOM.COM

Registry Domain ID: 2371156505_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-05-20T02:18:04Z

Creation Date: 2019-03-20T07:29:25Z

Registrar Registration Expiration Date: 2020-03-
20T07:29:25Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-maskin dpr-masked.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste

m: http://wdprs.internic.net/

ENCODINGMAIL.COM

Domain Name: ENCODINGMAIL.COM
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Registry Domain ID: 2371156520 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-05-20T02:18:04Z

Creation Date: 2019-03-20T07:29:42Z

Registrar Registration Expiration Date: 2020-03-
20T07:29:42Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-maskin dpr-masked.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

FILES-DOWNLOAD.NET

Domain Name: FILES-DOWNLOAD.NET

Registry Domain ID: 2333962375_DOMAIN_NET-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-11-18T12:18:49Z

Creation Date: 2018-11-18T11:35:37Z

Registrar Registration Expiration Date: 2019-11-
18T11:35:37Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Domain Status: clientUpdateProhibited https://icann.org/epp
#clientUpdateProhibited

Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited

Domain Status: clientHold https://icann.org/epp#clientHold
Registry Registrant ID: Not Available From Registry
Registrant Name: Seung Hak Hyun
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Registrant Organization:

Registrant Street: 30, Mokdongjungangbon-ro 13-
gil, Yangcheon-gu, Seoul

Registrant City: Seoul-si

Registrant State/Province: Seoul

Registrant Postal Code: 07954

Registrant Country: KR

Registrant Phone: +82.1034070909

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: rninchurl@daum.net

DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

FILINVESTMENT.COM

Domain Name: FILINVESTMENT.COM

Registry Domain ID: 2407516177_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-08-29T02:16:03Z

Creation Date: 2019-06-29T08:08:05Z

Registrar Registration Expiration Date: 2020-06-
29T08:08:05Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-masking@gdpr-masked.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/
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FIXCOOL.NET

Domain Name: FIXCOOL.NET

Registry Domain ID: 2355017889 _DOMAIN_NET-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-03-25T02:24:36Z

Creation Date: 2019-01-24T01:45:06Z

Registrar Registration Expiration Date: 2020-01-
24T01:45:062

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-maskin dpr-masked.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

FOLDERSHAREING.COM

Domain Name: FOLDERSHAREING.COM

Registry Domain ID: 2364425141_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-04-29T02:17:29Z

Creation Date: 2019-02-27T02:32:05Z

Registrar Registration Expiration Date: 2020-02-
27T02:32:052

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked
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Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked. GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked
Registrant Fax Ext:

Registrant Email: gdpr-masking@gdpr-masked.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste

m: http://wdprs.internic.net/

GOLANGAPIS.COM

Domain Name: GOLANGAPIS.COM

Registry Domain ID: 2424454473 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-10-18T02:16:44Z

Creation Date: 2019-08-18T13:41:05Z

Registrar Registration Expiration Date: 2020-08-
18T13:41:05Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-masking@gdpr-masked.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste

m: http://wdprs.internic.net/

HANRNAILNET

Domain Name: HANRNAILNET
Registry Domain ID: 2398449268 DOMAIN_NET-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com

Registrar URL: www.publicdomainregistry.com
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Updated Date: 2019-08-04T02:16:00Z

Creation Date: 2019-06-04T07:06:012

Registrar Registration Expiration Date: 2020-06-
04T07:06:01Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: Dongll Song

Registrant Organization: MobileProtect

Registrant Street: 25 Seonhwa-ro 20-gil Jillyang-eup
Registrant City: Gyeongsan-si

Registrant State/Province: Gyeongsangbuk-do
Registrant Postal Code: 38492

Registrant Country: KR

Registrant Phone: +82.01033988890

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: bitcoin024@hanmail.net

DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste

m: http://wdprs.internic.net/

LH-LOGINS.COM

Domain Name: lh-logins.com

Registry Domain ID: 2373974648_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com

Updated Date: 2019-08-30T21:03:43Z

Creation Date: 2019-03-28T02:44:57Z

Registrar Registration Expiration Date: 2020-03-
28T02:44:59Z

Registrar: GMO INTERNET, INC.

Registrar IANA ID: 49

Registrar Abuse Contact Email: abuse@gmo.jp
Registrar Abuse Contact Phone: +81.337709199
Domain Status: ok https://icann.org/epp#ok

Registry Registrant ID: Not Available From Registry
Registrant Name: seiji yoshida

Registrant Organization: Personal

Registrant Street: 4-19-13 Honcho

Registrant City: Koganei-shi

Registrant State/Province: Tokyo

Registrant Postal Code: 184-0004

Registrant Country: JP

Registrant Phone: +81.423836587

Registrant Phone Ext:
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Registrant Fax:

Registrant Fax Ext:

Registrant Email: infornail.noreply@gmail.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

LOGIN-USE.COM

Domain Name: login-use.com

Registry Domain ID: 2360933302_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com

Updated Date: 2019-08-30T17:27:19Z

Creation Date: 2019-02-15T07:55:51Z

Registrar Registration Expiration Date: 2020-02-
15T07:55:50Z

Registrar: GMO INTERNET, INC.

Registrar IANA ID: 49

Registrar Abuse Contact Email: abuse@gmo.jp
Registrar Abuse Contact Phone: +81.337709199
Domain Status: ok https://icann.org/epp#ok

Registry Registrant ID: Not Available From Registry
Registrant Name: naoki yamada

Registrant Organization: Personal

Registrant Street: 4-32 Nishirokugo

Registrant City: Ota-ku

Registrant State/Province: Tokyo

Registrant Postal Code: 144-0056

Registrant Country: JP

| Registrant Phone: +81.337396567

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: satoshiman0088@gmail.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting Syste

m: http://wdprs.internic.net/

MAIL-DOWN.COM

Domain Name: mail-down.com

Registry Domain ID: 2372526472 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com

Updated Date: 2019-08-30T20:07:38Z

Creation Date: 2019-03-24T08:07:25Z

Registrar Registration Expiration Date: 2020-03-
24T08:07:25Z

Registrar: GMO INTERNET, INC.

Registrar IANA ID: 49

Registrar Abuse Contact Email: abuse@gmo.jp
Registrar Abuse Contact Phone: +81.337709199
Domain Status: ok https://icann.org/epp#ok

Registry Registrant ID: Not Available From Registry
Registrant Name: Hideo Suzuki
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Registrant Organization: Personal
Registrant Street: 2-1-1 Kasumigaseki
Registrant City: Chiyoda-ku

Registrant State/Province: Tokyo
Registrant Postal Code: 100-8919
Registrant Country: JP

Registrant Phone: +81.583291212
Registrant Fax: +81.583291212

Registrant Email: jiahuzong@hotmail.com
DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http.//wdprs.internic.net/

MATMIHO.COM

Domain Name: matmiho.com

Registry Domain ID: 2351675618_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com

Updated Date: 2019-08-30T17:11:46Z

Creation Date: 2019-01-12T00:15:13Z

Registrar Registration Expiration Date: 2020-01-
12T00:15:13Z

Registrar: GMO INTERNET, INC.

Registrar IANA ID: 49

Registrar Abuse Contact Email: abuse@gmo.ip
Registrar Abuse Contact Phone: +81.337709199
Domain Status: ok https://icann.org/epp#ok

Registry Registrant ID: Not Available From Registry
Registrant Name: Yoichi Shimada

Registrant Organization: Personal

Registrant Street: 1-1301 Saburomaru

Registrant City: Fukui-shi

Registrant State/Province: Fukui

Registrant Postal Code: 910-0033

Registrant Country: JP

Registrant Phone: +81.776281905

Registrant Email: pigcoin2020@hotmail.com
DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

MIHOMAT.COM

Domain Name: mihomat.com

Registry Domain ID: 2351696124 _DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com

Updated Date: 2019-08-30T20:11:18Z

Creation Date: 2019-01-12T06:21:43Z

Registrar Registration Expiration Date: 2020-01-
12T06:21:43Z

Registrar: GMO INTERNET, INC.

Registrar IANA ID: 49

Registrar Abuse Contact Email: abuse@gmo.jp
Registrar Abuse Contact Phone: +81.337709199
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Domain Status: ok https://icann.org/epp#ok

Registry Registrant ID: Not Available From Registry
Registrant Name: Humitakai Miyazaki

Registrant Organization: Personal

Registrant Street: 1-29 Nakaikegami

Registrant City: Ota-ku

Registrant State/Province: Tokyo

Registrant Postal Code: 146-0081

Registrant Country: JP

Registrant Phone: +81.337532788

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: wusongha03@gmail.com
DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

NATWPERSONAL-ONLINE.COM

Domain name: natwpersonal-online.com

Registry Domain ID: 2339142224 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 2018-12-02T16:45:07.00Z

Creation Date: 2018-12-02T16:45:07.00Z

Registrar Registration Expiration Date: 2019-12-
02T16:45:07.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.6613102107

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID:

Registrant Name: WhoisGuard Protected

Registrant Organization: WhoisGuard, Inc.

Registrant Street: P.O. Box 0823-03411

Registrant City: Panama

Registrant State/Province: Panama

Registrant Postal Code:

Registrant Country: PA

Registrant Phone: +507.8365503

Registrant Phone Ext:

Registrant Fax: +51.17057182

Registrant Fax Ext:

Registrant Email: 23f30d8e5ab4439fb1S5be24a7del ffb8.prot
ect@whoisguard.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting Syste

m: http://wdprs.internic.net/

NIDLOGIN.COM

Domain Name: NIDLOGIN.COM
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Registry Domain ID: 2383779690_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-06-24T02:17:19Z

Creation Date: 2019-04-24T08:00:08Z

Registrar Registration Expiration Date: 2020-04-
24T08:00:08Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-maskin dpr-masked.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

NID-LOGIN.COM

Domain Name: NID-LOGIN.COM

Registry Domain ID: 2425705667 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-10-21T02:19:07Z

Creation Date: 2019-08-22T01:51:04Z

Registrar Registration Expiration Date: 2020-08-
22T01:51:04Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia
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Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked
Registrant Fax Ext:

Registrant Email: gdpr-masking@gdpr-masked.com
Registry Admin ID: Not Available From Registry
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

NIDLOGON.COM

Domain Name: NIDLOGON.COM

Registry Domain ID: 2408923714_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2019-09-01T02:18:08Z

Creation Date: 2019-07-03T00:55:07Z

Registrar Registration Expiration Date: 2020-07-
03T00:55:07Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: GDPR Masked

Registrant Organization: GDPR Masked

Registrant Street: GDPR Masked GDPR Masked GDPR Mas
ked

Registrant City: GDPR Masked

Registrant State/Province: Sofia

Registrant Postal Code: GDPR Masked

Registrant Country: BG

Registrant Phone: +GDPR Masked.GDPR Masked
Registrant Phone Ext:

Registrant Fax: +GDPR Masked.GDPR Masked

Registrant Fax Ext:

Registrant Email: gdpr-masking@gdpr-masked.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

DROG-SERVICE.COM

Domain Name: drog-service.com

Registry Domain ID: 2354166742_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: http://www.onamae.com
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Updated Date: 2019-08-22T10:38:00Z

Creation Date: 2019-01-21T06:54:11Z

Registrar Registration Expiration Date: 2020-01-
21T06:54:10Z

Registrar: GMO INTERNET, INC.

Registrar IANA ID: 49

Registrar Abuse Contact Email: abuse@gmo.jp
Registrar Abuse Contact Phone: +81.337709199
Domain Status: ok https://icann.org/epp#ok
Registry Registrant ID: Not Available From Registry
Registrant Name: Youichi Takagi

Registrant Organization: Tokyo University
Registrant Street: 5-42-3 Kamitakada

Registrant City: Nakano-ku

Registrant State/Province: Tokyo

Registrant Postal Code: 164-0002

Registrant Country: JP

Registrant Phone: +81.333883756

Registrant Email: okonoki_masao@yahoo.co.jp
DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting Syste
m: http://wdprs.internic.net/

.CLUB DOMAINS

Registry

.Club Domains, LLC

100 SE 3rd Ave. Suite 1310
Fort Lauderdale, FL 33394
United States

PIECEVIEW.CLUB

Domain Name: pieceview.club

Registry Domain ID: D16836326510B489DBF551C195196
1BB4-NSR

Registrar WHOIS Server: whois.discount-domain.com
Registrar URL: whois.discount-domain.com

Updated Date: 2019-08-30T11:13:29Z

Creation Date: 2019-06-01T01:45:48Z

Registry Expiry Date: 2020-06-01T01:45:48Z

Registrar: GMO Internet, Inc. d/b/a Onamae.com

Registrar IANA ID: 49

Registrar Abuse Contact Email: abuse@gmo.jp

Registrar Abuse Contact Phone:

Domain Status: clientHold https://icann.org/epp#clientHold
Registrant Organization: Personal

Registrant State/Province: Kumamoto

Registrant Country: JP

Registrant Email: Please query the RDDS service of the Regi
strar of Record identified in this output for information on ho
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w to contact the Registrant, Admin, or Tech contact of the qu
eried domain name.
DNSSEC: unsigned
URL of the ICANN Whois Inaccuracy Complaint Form: http
s://www.icann.org/wicf/

INFO, .MOBI DOMAINS

Registry

Afilias, Inc.

300 Welsh Road
Building 3, Suite 105
Horsham, PA 19044
United States

MAIL.INFO

Domain Name: MAI1.INFO

Registry Domain ID: D503300000533250566-LRMS
Registrar WHOIS Server:

Registrar URL: www.onamae.com

Updated Date: 2019-08-30T11:13:25Z

Creation Date: 2019-01-31T01:36:44Z

Registry Expiry Date: 2020-01-31T01:36:44Z
Registrar Registration Expiration Date:
Registrar: GMO Internet, Inc. d/b/a Onamae.com
Registrar IANA ID: 49

Registrar Abuse Contact Email: abuse@gmo.jp
Registrar Abuse Contact Phone: +81.337709199
Reseller:

Domain Status: ok https://icann.org/epp#ok
Registrant Organization: Personal

Registrant State/Province: Tokyo

Registrant Country: JP

Name Server: NS4.VALUE-DOMAIN.COM
Name Server: NS5.VALUE-DOMAIN.COM
DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form is htt
ps://www.icann.org/wicf/

The Registrar of Record identified in this output may have an
RDDS service that can be queried for additional information
on how to contact the Registrant, Admin, or Tech contact of

the queried domain name.

COM-SERVICEROUND.INFO

Domain Name: COM-SERVICEROUND.INFO

Registry Domain ID: D503300001182076279-LRMS
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: http://publicdomainregistry.com/whois
Updated Date: 2019-11-08T03:24:08Z

Creation Date: 2019-10-24T00:42:07Z

Registry Expiry Date: 2020-10-24T00:42:07Z

Registrar Registration Expiration Date:
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Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

Reseller:

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Domain Status: serverTransferProhibited https://icann.org/ep
p#serverTransferProhibited

Registrant Organization: GDPR Masked

Registrant State/Province: GDPR Masked

Registrant Country: US

Name Server: NS1.VERIFICATION-HOLD.SUSPENDED-
DOMAIN.COM

Name Server: NS2.VERIFICATION-HOLD.SUSPENDED-
DOMAIN.COM

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form is htt
ps://www.icann.org/wicf/

The Registrar of Record identified in this output may have an
RDDS service that can be queried for additional information
on how to contact the Registrant, Admin, or Tech contact of

the queried domain name.

REVIEWER.MOBI

Domain Name: REVIEWER.MOBI

Registry Domain ID: D503300001182151603-LRMS
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: http://publicdomainregistry.com/whois
Updated Date: 2019-12-03T23:47:23Z

Creation Date: 2019-11-01T08:32:15Z

Registry Expiry Date: 2020-11-01T08:32:15Z

Registrar Registration Expiration Date:

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

Reseller:

Domain Status: clientTransferProhibited https://icann.org/ep
p#clientTransferProhibited

Domain Status: serverHold https://icann.org/epp#serverHold
Domain Status: serverTransferProhibited https://icann.org/ep
p#serverTransferProhibited

Registrant Organization: GDPR Masked

Registrant State/Province: GDPR Masked

Registrant Country: US

Name Server: NS31.CLOUDNS.NET

Name Server: NS32.CLOUDNS.NET

Name Server: NS33.CLOUDNS.NET
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Name Server: NS34.CLOUDNS.NET

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form is htt

ps://www.icann.org/wicf/

The Registrar of Record identified in this output may have an
RDDS service that can be queried for additional information
on how to contact the Registrant, Admin, or Tech contact of

the queried domain name.
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AO 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
) Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Eastern District of Virginia on the following
[/l Trademarksor [ Patents. ( [J the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
12/18/2019 Eastern District of Virginia
PLAINTIFF DEFENDANT
Microsoft Corporation John Does 1-2, Controlling A Computer Network Thereby
Injuring Plaintiff and Its Customers
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 2165601 6/16/1998 Microsoft Corporation
2 4255129 12/4/2012 Microsoft Corporation
3 3765517 3/23/2010 Microsoft Corporation
4 4380754 8/6/2013 Microsoft Corporation
5 4661770 12/20/2014 Microsoft Corporation

In the above—entitled case, the following patent(s)/ trademark(s) have been included:

L MELDEDBY [] Amendment (] Answer __[] CrossBill___[] Other Pleading
TRXQEEK%%I% o. %‘;TERTD%‘:} fgg HOLDER OF PATENT OR TRADEMARK

1 5449084 4/17/2018 Microsoft Corporation

2 2608310 8/13/2002 Microsoft Corporation

3 2811895 2/3/2004 Microsoft Corporation

4 4407849 9/24/2013 Microsoft Corporation

5 6392110 6/30/2018 Microsoft Corporation

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK

(BY) DEPUTY CLERK

DATE

Copy 1—Upon initiation of action, mail this copy to Director

Copy 2—Upon filing document adding patent(s), mail this copy to Director

Copy 4—Case file copy

Copy 3—Upon termination of action, mail this copy to Director
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AO 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
’ Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Eastern District of Virginia on the following

Trademarks or [ Patents. ( [ the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT
12/18/2019 Eastern District of Virginia
PLAINTIFF DEFENDANT
Microsoft Corporation John Does 1-2, Controlling A Computer Network Thereby

Injuring Plaintiff and Its Customers

TR o, D A ARk HOLDER OF PATENT OR TRADEMARK
1 5601550 11/6/2018 Microsoft Corporation
2 4932997 4/5/2016 Microsoft Corporation
3
4
5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
[0 Amendment O Answer O Cross Bill [0 Other Pleading

T R O, D A DIMARE. HOLDER OF PATENT OR TRADEMARK
1
2
3
4
5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT
CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy
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Generated on: This page was generated by TSDR on 2019-12-09 12:07:25 EST
Mark: SURFACE

SURFACE

US Serial Number: 85652976 Application Filing Jun. 15, 2012
Date:
US Registration 5392110 Registration Date: Jan. 30, 2018
Number:

Register: Principal
Mark Type: Trademark

TMS Common Status
Descriptor:

LIVE/REGISTRATION/Issued and Active

The trademark application has been registered with the Office.

Status: Registered. The registration date is used to determine when post-registration maintenance documents are due.

Status Date: Jan. 30, 2018

Publication Date: Apr. 11, 2017 Notice of Jun. 06, 2017
Allowance Date:

Mark Information

Mark Literal SURFACE
Elements:

Standard Character Yes. The mark consists of standard characters without claim to any particular font style, size, or color.
Claim:
Mark Drawing 4 - STANDARD CHARACTER MARK
Type:

Related Properties Information

International 1135373
Registration
Number:

International AG031240/1135373
Application(s)
IRegistration(s)
Based on this
Property:

Claimed Ownership 3561874, 3581342
of US
Registrations:

Goods and Services

Note:
The following symbols indicate that the registrant/owner has amended the goods/services:
e Brackets [..] indicate deleted goods/services;
" @ Double parenthesis ((..)) identify any goods/services not claimed in a Section 15 affidavit of meontestabxlnty, and

e Asterisks *..* identify additional (new) wording in the goods/services.

For: Computers; Tablet computers; Laptop computers; Mabile computers; Reader for e-books and other electronic publications; Computer
peripherals; Wireless computer peripherals; Computer keyboards; Computer mouse; Digital pens; Power cords; Battery chargers;
Electrical cables and cord sets; Electronic docking stations; Computer docking stations; Adapters for use with computers and computer
peripherals; USB hardware devices; Carrying cases and holders for electronic equipment, namely, tablet computers, laptop computers,
mobile computers, readers for e-books and other electronic publications

International 009 - Primary Class U.S Class(es): 021, 023, 026, 036, 038
Class(es):

Class Status: ACTIVE

Basis: 1(a)
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First Use: Oct. 26, 2012 Use in Commerce: Oct. 26, 2012

Basis Information (Case Level)

Filed Use: No Currently Use: Yes
Filed ITU: Yes Currently ITU: No
Filed 44D: No Currently 44E: No
Filed 44E: No Currently 66A: No
Filed 66A: No Currently No Basis: No

Filed No Basis: No

Current Owner(s) Information

Owner Name: Microsoft Corporation
Owner Address: One Microsoft Way

Redmond, WASHINGTON UNITED STATES 980526399

Legal Entity Type: CORPORATION State or Country WASHINGTON

Where Organized:

Attorney/Correspondence Information

Attomey of Record
Attorney Name: Matthew E. Moersfelder Docket Number: 25936-T397
Attorney Primary mstm@dwt.com Attorney Email Yes
Email Address: Authorized:
Correspondent

Correspondent Matthew E. Moersfelder
Name/Address: Davis Wright Tremaine LLP

920 Fifth Avenue, Suite 3300
Seattle, WASHINGTON UNITED STATES 98104-1610

Phone: 206-757-8014 Fax: 206-757-7014
Correspondent e- mstm@dwt.com Docket-MSTM@dwt.com brenda Correspondent e- Yes
mail: nixdorf@dwt.com maryhadley@dwt.com mail Authorized:

Domestic Representative - Not Found

Prosecution History

Date

Dec. 13, 2018
Dec. 13, 2018
Jan. 30, 2018
Dec. 26, 2017
Dec. 25, 2017
Nov. 27, 2017
Nov. 08, 2017
Nov. 20, 2017
Nov. 08, 2017
Jun. 06, 2017
Apr. 11, 2017
Apr. 11, 2017
Mar. 22, 2017
Mar. 07, 2017
Mar. 03, 2017
Jan. 31, 2017
Jan. 31, 2017
Jan. 26, 2017
Dec. 24, 2016

Description

ATTORNEY/DOM.REP.REVOKED AND/OR APPOINTED

TEAS REVOKE/APP/CHANGE ADDR OF ATTY/DOM REP RECEIVED
REGISTERED-PRINCIPAL REGISTER

NOTICE OF ACCEPTANCE OF STATEMENT OF USE E-MAILED
ALLOWED PRINCIPAL REGISTER - SOU ACCEPTED
STATEMENT OF USE PROCESSING COMPLETE

USE AMENDMENT FILED

CASE ASSIGNED TO INTENT TO USE PARALEGAL

TEAS STATEMENT OF USE RECEIVED

NOA E-MAILED - SOU REQUIRED FROM APPLICANT
OFFICIAL GAZETTE PUBLICATION CONFIRMATION E-MAILED
PUBLISHED FOR OPPOSITION

NOTIFICATION OF NOTICE OF PUBLICATION E-MAILED

LAW OFFICE PUBLICATION REVIEW COMPLETED
APPROVED FOR PUB - PRINCIPAL REGISTER

TEAS/EMAIL CORRESPONDENCE ENTERED
CORRESPONDENCE RECEIVED IN LAW OFFICE

TEAS RESPONSE TO SUSPENSION INQUIRY RECEIVED

LIE CHECKED SUSP - TO ATTY FOR ACTION

Proceeding
Number

76538
76538
76538

74221

74221
74221

74221
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Oct. 26, 2016 ATTORNEY/DOM.REP.REVOKED AND/OR APPOINTED
Oct. 26, 2016 TEAS REVOKE/APP/CHANGE ADDR OF ATTY/DOM REP RECEIVED
Jun. 24, 2016 REPORT COMPLETED SUSPENSION CHECK CASE STILL SUSPENDED 74221
Dec. 22, 2015 REPORT COMPLETED SUSPENSION CHECK CASE STILL SUSPENDED 74221
Jun. 22, 2015 REPORT COMPLETED SUSPENSION CHECK CASE STILL SUSPENDED
Jun. 22, 2015 REPORT COMPLETED SUSPENSION CHECK CASE STILL SUSPENDED
Nov. 16, 2014 REPORT COMPLETED SUSPENSION CHECK CASE STiLL SUSPENDED
Oct. 12, 2014 TEAS CHANGE OF CORRESPONDENCE RECEIVED
May 16, 2014 REPORT COMPLETED SUSPENSION CHECK CASE STILL SUSPENDED 74221
May 13, 2014 ASSIGNED TO LIE 74221
Nov. 04,2013  REPORT COMPLETED SUSPENSION CHECK CASE STILL SUSPENDED
Nov. 04, 2013  REPORT COMPLETED SUSPENSION CHECK CASE STILL SUSPENDED
May 03, 2013 NOTIFICATION OF LETTER OF SUSPENSION E-MAILED 6332
May 03, 2013 LETTER OF SUSPENSION E-MAILED 6332
May 03, 2013 SUSPENSION LETTER WRITTEN 77073
Mar. 26, 2013 TEAS/EMAIL CORRESPONDENCE ENTERED 88889
Mar. 25, 2013 CORRESPONDENCE RECEIVED IN LAW OFFICE 88889
Mar. 25, 2013 TEAS RESPONSE TO OFFICE ACTION RECEIVED
Sep. 26, 2012 NOTIFICATION OF NON-FINAL ACTION E-MAILED 6325
Sep. 26,2012  NON-FINAL ACTION E-MAILED 6325
Sep. 26, 2012 NON-FINAL ACTION WRITTEN 77073
Sep. 25, 2012 ASSIGNED TO EXAMINER 77073
Jun. 25, 2012 NEW APPLICATION OFFICE SUPPLIED DATA ENTERED IN TRAM
Jun. 19, 2012 NEW APPLICATION ENTERED IN TRAM
TM Staff and Location Information
TM Staff Information - None
File Location
Current Location: PUBLICATION AND ISSUE SECTION Date in Location: Dec. 25, 2017
Proceedings
Summary
Number of 1
Proceedings:
Type of Proceeding: Opposition
Proceeding 91230722 Filing Date: Oct 20, 2016
Number:
Status: Terminated Status Date: Apr 04, 2017
Interlocutory MARY B MYLES
Attorney:
7 Defendant
Name: Asahi Glass Company, Limited
Correspondent BRIAN B DARVILLE
Address: OBLON MCCLELLAND MAIER & NEUSTADT LLP
' 1940 DUKE STREET
ALEXANDRIA VA UNITED STATES , 22314
Correspondent :- bdarville@oblon.com , tmdocket@oblon.com , CDonahue@oblon.com
mail:
Associated marks
Mark Application Status :z:;'n . mﬂ;‘e’:““’
SURFIC Abandoned - No Statement Of Use Filed 86674695

Plaintiff(s)

Name: Microsoft Corporation

Correspondent GRACE HAN STANTON
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Address: PERKINS COIE LLP

Correspondent e- pctrademarks@perkinscoie.com , gstanton@perkinscoie.com , JHalski@perkinscoie.com , LAnsari@perkinscoie.com

mail:

1201 THIRD AVENUE SUITE 4800
SEATTLE WA UNITED STATES , 98101

Associated marks
Mark Application Status

SURFACE Registered

SURFACE REGISTERED AND RENEWED

MICROSOFT SURFACE REGISTERED AND RENEWED

Prosecution History

Entry Number History Text

1 FILED AND FEE

2 NOTICE AND TRIAL DATES SENT; ANSWER DUE:

3 PENDING, INSTITUTED

4 STIP TO SUSP PEND SETTL NEGOTIATIONS

5 SUSPENDED

6 STIP TO SUSP PEND SETTL NEGOTIATIONS

7 SUSPENDED

8 D MOT TO SUSP W/ CONSENT PEND SETTL NEGOTIATIONS

9 SUSPENDED

- o -
N = ©

STIP TO WITHDRAW CLASS 9
BD DECISION: DISMISSED W/O PREJ
TERMINATED

Serial Registration
Number Number
85652976 5392110
77297711 3581342
77193660 3561874
Date Due Date
Oct 20, 2016
Oct 20, 2016 Nov 29, 2016
Oct 20, 2016
Nov 22, 2016
Nov 22, 2016
Jan 19, 2017
Jan 19, 2017
Mar 17, 2017
Mar 17, 2017
Mar 29, 2017
Apr 04, 2017

Apr 04, 2017
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Generated on: This page was generated by TSDR on 2019-12-09 12:06:40 EST
Mark: WINDOWS

WINDOWS

US Serial Number: 85565780 Application Filing Mar. 09, 2012
Date:
US Registration 4407849 Registration Date: Sep. 24, 2013
Number:

Register: Principal
Mark Type: Trademark, Service Mark

TMS Common Status
Descriptor:

LIVE/REGISTRATION/Issued and Active

The trademark application has been registered with the Office.

Status: A Sections 8 and 15 combined declaration has been accepted and acknowledged.

Status Date: Oct. 26, 2019

Publication Date: Nov. 27, 2012 Notice of Jan. 22, 2013
Allowance Date:

Mark Information

Mark Literal WINDOWS
Elements:

Standard Character Yes. The mark consists of standard characters without claim to any particular font style, size, or color.
Claim:

Mark Drawing 4 - STANDARD CHARACTER MARK
Type:

Related Properties Information

International 1135413
Registration
Number:

International A0031622/1135413
Application(s)
IRegistration(s)
Based on this
Property:

Claimed Ownership 1872264, 1989386, 2559402 and others
of US
Registrations:

Goods and Services

Note:
The following symbols indicate that the registrant/owner has amended the goods/services:

o Brackets [..] indicate deleted goods/services; _
¢ Double parenthesis ((..)) identify any goods/services not claimed in a Section 15 affidavit of incontestability; and

o Asterisks *..* identify additional (new) wording in the goods/services.

For: Wireless communications devices, namely, mobile phones, cellular telephones, personal digital assistants, and hand-held computers;
computer software for wireless telecommunications for use with wireless devices; computer operating system software for wireless
communication devices

International 009 - Primary Class U.S Class(es): 021, 023, 026, 036, 038
Class(es):

Class Status: ACTIVE
Basis: 1(a)
First Use: May 2005

Use in Commerce: May 2005



Case 1:19-cv-01582-LO-JFA Document 1-2 Filed 12/18/19 Page 9 of 52 PagelD# 73

For: Telecommunications services, namely, offering personal communicaticns services via wireless networks
International 038 - Primary Class U.S Class(es): 100, 101, 104
Class(es):
Class Status: ACTIVE
Basis: 1(a)
First Use: May 2005 Use in Commerce: May 2005
Basis Information (Case Level)
Filed Use: No Currently Use: Yes
Filed ITU: Yes Currently ITU: No
Filed 44D: No Currently 44E: No
Filed 44E: No Currently 66A: No
Filed 66A: No Currently No Basis: No
Filed No Basis: No
Current Owner(s) Information
Owner Name: Microsoft Corporation
Owner Address: One Microsoft Way
Redmond, WASHINGTON UNITED STATES 980526399
Legal Entity Type: CORPORATION State or Country WASHINGTON

Where Organized:

Attorney/Correspondence Information

Attorney Name:

Attorney of Record

Matthew E. Moersfelder Docket Number: 25936-T419

Attorney Primary mstm@dwt.com Attorney Email Yes
Email Address: Authorized:
Correspondent
Correspondent Matthew E. Moersfelder

Name/Address:

Davis Wright Tremaine LLP
920 Fifth Avenue, Suite 3300
Seattle, WASHINGTON UNITED STATES 98104-1610

Phone: 206-757-8014 Fax: 206-757-7014
Correspondent e- mstm@dwt.com Docket-MSTM@dwt com brenda Correspondente- Yes
mail: nixdorf@dwt.com maryhadley@dwt.com mail Authorized:
Domestic Representative - Not Found
Prosecution History
Date Description Frocoeding
Oct. 26, 2019 NOTICE OF ACCEPTANCE OF SEC. 8 & 15 - E-MAILED
Oct. 26, 2019 REGISTERED - SEC. 8 (6-YR) ACCEPTED & SEC. 15 ACK. 70131
Oct. 26, 2019 CASE ASSIGNED TO POST REGISTRATION PARALEGAL 70131
Sep. 16, 2019 TEAS SECTION 8 & 15 RECEIVED
Dec. 13, 2018 ATTORNEY/DOM.REP.REVOKED AND/OR APPOINTED
Dec. 13, 2018 TEAS REVOKE/APP/CHANGE ADDR OF ATTY/DOM REP RECEIVED
Sep. 24, 2018 COURTESY REMINDER - SEC. 8 (6-YR) E-MAILED
Oct. 26, 2016 ATTORNEY/DOM.REP.REVOKED AND/OR APPOINTED
Oct. 26, 2016 TEAS REVOKE/APP/CHANGE ADDR OF ATTY/DOM REP RECEIVED
Feb. 25, 2015 NOTICE OF SUIT
Oct. 13, 2014 TEAS CHANGE OF CORRESPONDENCE RECEIVED
Sep. 24, 2013 REGISTERED-PRINCIPAL REGISTER
Aug. 21, 2013 NOTICE OF ACCEPTANCE OF STATEMENT OF USE E-MAILED
Aug. 20, 2013 LAW OFFICE REGISTRATION REVIEW COMPLETED 77312
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Aug. 20,2013  ALLOWED PRINCIPAL REGISTER - SOU ACCEPTED
Aug. 19, 2013 STATEMENT OF USE PROCESSING COMPLETE 65362
Jul. 22, 2013 USE AMENDMENT FILED 65362
Aug. 19,2013  CASE ASSIGNED TO INTENT TO USE PARALEGAL 65362
Jul. 22, 2013 TEAS STATEMENT OF USE RECEIVED
Jan. 22, 2013 NOA E-MAILED - SOU REQUIRED FROM APPLICANT
Nov. 27, 2012 OFFICIAL GAZETTE PUBLICATION CONFIRMATION E-MAILED
Nov. 27,2012  PUBLISHED FOR OPPOSITION
Nov. 07,2012  NOTIFICATION OF NOTICE OF PUBLICATION E-MAILED
Oct. 23, 2012 LAW OFFICE PUBLICATION REVIEW COMPLETED 77312
Oct. 23, 2012 ASSIGNED TO LIE 77312
Oct. 09, 2012 APPROVED FOR PUB - PRINCIPAL REGISTER
Oct. 66, 2012 TEAS/EMAIL CORRESPONDENCE ENTERED 88889
Oct. 05, 2012 CORRESPONDENCE RECEIVED IN LAW OFFICE 88889
Oct. 05, 2012 TEAS RESPONSE TO OFFICE ACTION RECEIVED
Jun. 15, 2012 ASSIGNED TO EXAMINER 81878
May 31, 2012 ASSIGNED TO EXAMINER 76145
Apr. 09, 2012 NOTIFICATION OF NON-FINAL ACTION E-MAILED 6325
Apr. 09, 2012 NON-FINAL ACTION E-MAILED 6325
Apr. 09, 2012 NON-FINAL ACTION WRITTEN 80817
Mar. 19, 2012 ASSIGNED TO EXAMINER 80817
Mar. 16, 2012 NEW APPLICATION OFFICE SUPPLIED DATA ENTERED IN TRAM
Mar. 13, 2012 NEW APPLICATION ENTERED IN TRAM
TM Staff and Location Information
TM Staff Information - None
File Location
Current Location: TMEG LAW OFFICE 102 Date in Location: Oct. 26, 2019
Proceedings
Summary
Number of §
Proceedings:
Type of Proceeding: Cancellation
Proceeding 92065176 Filing Date: Jan 11, 2017
Number:
Status: Terminated Status Date: Jul 11, 2017
Interlocutory JENNIFER KRISP
Attorney:
Defendant
Name: GoWili, Inc.
Correspondent YURI KVICHKO
Address: LAW OFFICE OF YURI KVICHKO
980 9TH STREET, 16TH FLOOR
SACRAMENTO CA UNITED STATES , 95814
Correspondent e- yuri@yklegalservices.com
mail:
Associated marks
Mark Application Statué :z:::'mr :gg.izetr:tlon
WYNDOW Cancellation Terminated - See TTAB Records 86160617 4642552
WWYNDOW Cancellation Terminated - See TTAB Records 86160490 4679872

Plaintiff(s)

Name: Microsoft Corporation
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Correspondent WILLIAM C RAVA
Address: PERKINS COIE LLP
1201 THIRD AVENUE, SUITE 4800
SEATTLE WA UNITED STATES , 88101-3099

Correspondent e- wrava@perkinscoie.com , tbrandon@perkinscoie.com , JGoddard@perkinscoie.com , dockettrademark@perkinscoie.com

mail:
Associated marks
Mark Application Status e or Registration
WINDOWS Section 8 and 15 - Accepted and Acknowledged 85565780 4407849
WINDOWS REGISTERED AND RENEWED 75868853 2463509
Prosecution History
Entry Number History Text Date ' Due Date
1 FILED AND FEE Jan 11, 2017
2 NOTICE AND TRIAL DATES SENT; ANSWER DUE: Jan 14, 2017 Feb 23, 2017
3 PENDING, INSTITUTED Jan 14, 2017
4 D APPEARANCE / POWER OF ATTORNEY Jan 30, 2017
5 D MOT FOR EXT W/ CONSENT Feb 10, 2017
6 EXTENSION OF TIME GRANTED Feb 10, 2017
7 ANSWER Mar 26, 2017
8 P MOT FOR EXT W/ CONSENT May 11, 2017
9 EXTENSION OF TIME GRANTED May 11, 2017
10 W/DRAW OF PET FOR CANCELLATION Jul 06, 2017
11 BD DECISION: DISMISSED W/O PREJ Jut 10, 2017
12 TERMINATED Jul 11, 2017
Type of Proceeding: Opposition
Proceeding 91228389 Filing Date: Jun 10, 2016
Number:
Status: Terminated . Status Date: Jul 14, 2017
Interlocutory YONG OH (RICHARD) KIM
Attorney:
Defendant
Name: GoWili, Inc.
Correspondent YURI KVICHKO
Address: LAW OFFICE OF YURI KVICHKO
980 9TH STREET 16TH FLOOR
SACRAMENTO CA UNITED STATES , 95814
Correspondent e- yuri@yklegalservices.com
mail:
Assoclated marks
Mark e o _.-- - - ApplicationStatus . .. SerialNumber ... N barton
WYNDOW Registered 86633797 5268703
Plaintiff(s)
Name: Microsoft Corporation
Correspondent WILLIAM C RAVA
Address: PERKINS COIE LLP
1201 THIRD AVENUE SUITE 4800
. SEATTLE WA UNITED STATES , 98101-3099
Correspondent r.l- PCTrademarks@perkinscoie.com , WRava@perkinscoie.com , JGoddard@perkinscoie.com , tbrandon@perkinscoie.com
mail:
Assoclated marks . . .
Mark ' Application Status o er Registration
WINDOWS Section 8 and 15 - Accepted and Acknowledged 85565780 4407849
WINDOWS REGISTERED AND RENEWED 75868853 2463509

Prosecution History
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Entry Number History Text Date Due Date

1 FILED AND FEE Jun 10, 2016

2 NOTICE AND TRIAL DATES SENT; ANSWER DUE: Jun 10, 2016 Jul 20, 2016
3 PENDING, INSTITUTED Jun 10, 2016

4 ANSWER Jul 20, 2016

5 D APPEARANCE / POWER OF ATTORNEY Jan 30, 2017

6 D MOT FOR EXT W/ CONSENT Feb 10,2017

7 EXTENSION OF TIME GRANTED Feb 10, 2017

8 8 gng{ncEElqgg ESDR‘FI-?II:«%%SES TO P'S REQUEST FOR PRODUCTION OF Apr 10, 2017

9 D NOTICE OF ITS RESPONSES TO P'S INTERRCGATORIES Apr 10, 2017

10 TRIAL DATES REMAIN AS SET Apr 15, 2017

1 P MOT FOR EXT W/ CONSENT May 11, 2017

12 EXTENSION OF TIME GRANTED May 11,2017

13 W/DRAW OF OPPOSITION Jul 06, 2017

14 BD DECISION: DISMISSED W/O PREJ Jul 14, 2017

15 TERMINATED Jul 14, 2017

Type of Proceeding: Opposition

Proceeding 91228173 Filing Date: May 31, 2016
Number:
Status: Terminated Status Date: Oct 11, 2016
Intertfocutory MIKE WEBSTER
Attorney:
Defendant

Name: LG Electronics Inc.

Correspondent ROBERT J KENNEY
Address: BIRCH STEWART KOLASCH & BIRCH LLP
PO BOX 747
FALLS CHURCH VA UNITED STATES , 22040-0747

Correspondent e- mailroom@bskb.com , rik@bskb.com , johnst@bskb.com , Michael. T.Smith@bskb.com , Lynde.Herzbach@bskb.com

mail:

Assoclated marks

Mark Application Status  Serial Number Nagistration
SLIDE WINDOW Registered 86034200 5080188

Plaintiff(s)
Name: Microsoft Corporation
Correspondent HOLLY M SIMPKINS
Address: PERKINS COIE LLP
1201 THIRD AVE, SUITE 4800
SEATTLE WA UNITED STATES , 98101-3099
Correspondent el- ‘hsimpkins@perkinscoie.com , gstanton@perkinscoie.com , wrava@perkinscoie.com , jstarr@perkinscoie.com
mail:

Associated marks

Mark Application Status onal Registration
WINDOWS Section 8 and 15 - Accepted and Acknowledged 85565790 4407849
WINDOWS PHONE Registered 85979589 4389703

Prosecution History

Entry Number History Text Date Due Date
1 FILED AND FEE May 31, 2016
2 NOTICE AND TRIAL DATES SENT; ANSWER DUE: May 31, 2016 Jul 10, 2016
3 PENDING, INSTITUTED May 31, 2016
4 ANSWER Jul 11, 2016
5 P MOT TO SUSP W/ CONSENT PEND SETTL NEGOTIATIONS Aug 18, 2016
6 SUSPENDED Aug 18, 2016
7 W/DRAW OF OPPOSITION Oct 10, 2016
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8 BD DECISION: DISMISSED W/O PREJ Oct 11, 2016
9 TERMINATED Oct 11, 2016

Type of Proceeding: Opposition

Proceeding 91223615 Filing Date: Sep 02, 2015
Number:
Status: Terminated Status Date: Nov 09, 2016
Interiocutory JENNIFER KRISP
Attorney:
Defendant

Name: LG Electronics Inc.

Correspondent ROBERT J KENNEY
Address: BIRCH STEWART KOLASCH & BIRCH LLP
PO BOX 747
FALLS CHURCH VA UNITED STATES , 22040-0747

Correspondent e- mailroom@bskb.com , rik@bskb.com; msmith@bskb.com , jferman@bskb.com

mail:
Associated marks
Mark Application Status Serial Number ::?n‘i:fﬁm
WINOZ Registered 86298922 5098111
Plaintiff(s)
Name: Microsoft Corporation
Correspondent HOLLY M SIMPKINS
Address: PERKINS COIE LLP
1201 3RD AVE STE 4800
SEATTLE WA UNITED STATES , 88101-3099
Correspondent :- hsimpkins@perkinsccie.com , gstanton@perkinscoie.com , wrava@perkinscoie.com , jstarr@perkinscoie.com
mail.
Associated marks
Mark Application Status o Registration
WINDOWS Section 8 and 15 - Accepted and Acknowledged 85565790 4407849
WINDOWS PHONE Registered 85979589 4389703
Prosecution History
Entry Number History Text Date Due Date
1 FILED AND FEE Sep 02, 2015
2 NOTICE AND TRIAL DATES SENT; ANSWER DUE: Sep 02, 2015 Oct 12, 2015
3 PENDING, INSTITUTED Sep 02, 2015
4 ANSWER Oct 13, 2015
5 P MOT TO SUSP W/ CONSENT PEND SETTL NEGOTIATIONS Nov 09, 2015
6 TRIAL DATES REMAIN AS SET Dec 08, 2015
7 STIP TO SUSP PEND SETTL NEGOTIATIONS Dec 15, 2015
8 SUSPENDED Dec 15, 2015
9 STIP TO SUSP PEND SETTL NEGOTIATIONS Jun 29, 2016
10 SUSPENDED Jun 29, 2016
1 D MOT FOR EXT W/ CONSENT Oct 06, 2016
12 W/DRAW OF OPPOSITION Oct 10, 2016
13 BD DECISION: DISMISSED W/O PREJ Nov 09, 2016
14 TERMINATED Nov 09, 2016
Type of Proceeding: Opposition
Proceeding 81222168 Filing Date: Jun 01, 2015
Number:
Status: Terminated Status Date: Aug 28, 2015
Interfocutory ELIZABETH WINTER
Attorney:

Defendant
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Name: Manufacturing Resources Intematicnal, Inc.

Correspondent JEFFREY S STANDLEY
Address: STANDLEY LAW GROUP LLP
6300 RIVERSIDE DR
DUBLIN OH UNITED STATES , 43017-5043

Correspondent e- bmarsh@standleyllp.com , trademarks@standleyllp.com

mail:

Associated marks

Mark - Application Status  Serial Number Registration
WINDOVWU Registered 86365376 5105471

Plaintiff(s)
Name: Microsoft Corporation
Correspondent KEVIN S COSTANZA
Address: SEED IP LAW GROUP PLLC
701 FIFTH AVENUE, SUITE 5400
SEATTLE WA UNITED STATES , 98104
Correspondent gl- kevinC@SeedIP.com , litcal@Seed|P.Com
mail:

Associated marks

Mark Application Status e Reglstration
WINDOWS REGISTERED AND RENEWED 74080419 1872264
WINDOWS REGISTERED AND RENEWED 74413669 1989386
WINDOWS REGISTERED AND RENEWED 75980682 2565965
WINDOWS REGISTERED AND RENEWED 75702468 2559402
WINDOWS Section 8 and 15 - Accepted and Acknowledged 85565790 4407849

Prosecution History

Entry Number History Text Date Due Date
1 FILED AND FEE Jun 01, 2015
2 NOTICE AND TRIAL DATES SENT; ANSWER DUE: Jun 01, 2015 Jul 11, 2015
3 PENDING, INSTITUTED Jun 01, 2015
4 STIP FOR EXT Jul 07, 2015
5 EXTENSION OF TIME GRANTED Jul 07, 2015
6 W/DRAW OF OPPOSITION Jul 09, 2015
7 BD DECISION: DISMISSED W/O PREJ Aug 28, 2015
8 TERMINATED Aug 28, 2015
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Mark: XBOX
US Serial Number: 78975188 Application Filing May 01, 2002
Date:
US Registration 2811895 Registration Date: Feb. 03, 2004
Number:

Register: Principal
Mark Type: Trademark

TM5 Common Status
Descriptor:

LIVE/REGISTRATION/Issued and Active

The trademark application has been registered with the Office.

Status: The registration has been renewed.
Status Date: Feb. 17,2014

Pubfication Date: Dec. 17, 2002 Notice of Mar. 11, 2003
Allowance Date:

Mark Information

Mark Literal XBOX
Elements:

Standard Character No
Claim:
Mark Drawing 1 - TYPESET WORD(S) /LETTER(S) /NUMBER(S)
Type:

Related Properties Information

Child Of: 78125498

Goods and Services

Note: ™~ - o i

The following symbols indicate that the registrant/owner has amended the goods/services:
® Brackets [..] indicate deleted goods/services;
* Double parenthesis ((..)) identify any goods/services not claimed in a Section 15 affidavit of incontestability; and
o Asterisks *..* identify additional (nrew) wording in the goods/services.

For: cases for carrying video game consoles and controllers; and cases for carrying DVDs
International 009 - Primary Class U.S Class(es): 021, 023, 026, 036, 038
Class(es):
Class Status: ACTIVE
Basis: 1(a)
First Use: Nov. 15, 2001 Use in Commerce: Nov. 15, 2001

For: backpacks

International 018 - Primary Class U.S Class(es): 001, 002, 003, 022, 041
Class(es):

Class Status: ACTIVE
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Basis: 1(a)

First Use: Nov. 15, 2001 Use in Commerce: Nov. 15, 2001
Basis Information (Case Level)

Filed Use: No Currently Use: Yes

Filed ITU: Yes Currently ITU: No

Filed 44D: No Currently 44E: No

Filed 44E: No Currently 66A: No

Filed 66A: No Currently No Basis: No

Filed No Basis: No
Current Owner(s) Information
Owner Name: Microsoft Corporation
Owner Address: One Microsoft Way
Redmond, WASHINGTON UNITED STATES 980526399
Legal Entity Type: CORPORATION State or Country WASHINGTON

Where Organized:

Attorney/Correspondence Information

Attorney Name:

Attorney Primary
Email Address:

Attomney of Record
Matthew E. Moersfelder Docket Number: 25936-T442
mstm@dwt.com Attorney Email Yes
Authorized:
Correspondent

Correspondent Matthew E. Moersfelder
Name/Address: Davis Wright Tremaine LLP
920 Fifth Avenue, Suite 3300
Seattle, WASHINGTON UNITED STATES 98104-1610
Phone: 206-757-8014 Fax: 206-757-7014
Correspondent e- msim@dwt.com Docket-MSTM@dwt.com brenda Correspondent e- Yes
mail: nixdorf@dwt.com maryhadley@dwt.com mail Authorized:
Domaestic Representative - Not Found
Prosecution History
Date Description :L"::eh:‘rﬁ"g
Dec. 13,2018  ATTORNEY/DOM.REP.REVOKED AND/OR APPOINTED
Dec. 13, 2018 TEAS REVOKE/APP/CHANGE ADDR OF ATTY/DOM REP RECEIVED
Oct. 26, 2016 ATTORNEY/DOM.REP.REVOKED AND/OR APPOINTED
Oct. 26, 2016 TEAS REVOKE/APP/CHANGE ADDR OF ATTY/DOM REP RECEIVED
Jul. 30, 2014 TEAS CHANGE OF CORRESPONDENCE RECEIVED
Feb. 17, 2014 NOTICE OF ACCEPTANCE OF SEC. 8 & 9 - E-MAILED
Feb. 17, 2014 REGISTERED AND RENEWED (FIRST RENEWAL - 10 YRS) 68335
Feb. 17, 2014 REGISTERED - SEC. 8 (10-YR) ACCEPTED/SEC. 9 GRANTED 68335
Feb. 03, 2014 REGISTERED - COMBINED SECTION 8 (10-YR) & SEC. 8 FILED 68335
Feb. 17, 2014 CASE ASSIGNED TO POST REGISTRATION PARALEGAL 68335
Feb. 03, 2014 TEAS SECTION 8 & 9 RECEIVED
Jan. 07, 2011 NOTICE OF SUIT
Oct. 02, 2009 REGISTERED - SEC. 8 (6-YR) ACCEPTED & SEC. 15 ACK. 73376
Oct. 02, 2009 CASE ASSIGNED TO POST REGISTRATION PARALEGAL 73376

Sep. 18, 2009 TEAS SECTION 8 & 15 RECEIVED
Sep. 03, 2008 NOTICE OF SUIT
Sep. 03, 2008 NOTICE OF SUIT
Jun. 16, 2008 NOTICE OF SUIT
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Jun. 06, 2008 NOTICE OF SUIT
Feb. 12, 2008 NOTICE OF SUIT
Dec. 28, 2006 TEAS CHANGE OF CORRESPONDENCE RECEIVED
Feb. 03, 2004 REGISTERED-PRINCIPAL REGISTER
Nov. 25,2003  ALLOWED PRINCIPAL REGISTER - SOU ACCEPTED
Nov. 12,2003  STATEMENT OF USE PROCESSING COMPLETE
Sep. 09, 2003 USE AMENDMENT FILED
Nov. 20, 2003 DIVISIONAL PROCESSING COMPLETE
Sep. 09, 2003 DIVISIONAL REQUEST RECEIVED
Sep. 12,2003  PAPER RECEIVED
Mar. 11, 2003 NOA MAILED - SOU REQUIRED FROM APPLICANT
Dec. 17, 2002 PUBLISHED FOR OPPOSITION
Nov. 27, 2002 NOTICE OF PUBLICATION
Oct. 08, 2002 APPROVED FOR PUB - PRINCIPAL REGISTER
Sep. 12,2002 CORRESPONDENCE RECEIVED IN LAW OFFICE
Sep. 23,2002 CORRESPONDENCE RECEIVED IN LAW OFFICE
Sep. 23,2002  TEAS RESPONSE TO OFFICE ACTION RECEIVED
Sep. 12,2002  NON-FINAL ACTION E-MAILED
Sep. 10,2002  ASSIGNED TO EXAMINER 69197
TM Staff and Location Information
TM Staff Information - None
File Location
Current Location: GENERIC WEB UPDATE Date in Location: Feb. 17, 2014
Proceedings
Summary
Number of 3
Proceedings:
Type of Proceeding: Opposition
Proceeding 91246987 Filing Date: Mear 14, 2019
Number:
Status: Terminated Status Date: Jun 12, 2019
Interlocutory GEOFFREY MCNUTT
Attorney:
Defendant
Name: Yan Jiao
Correspondent WILLIAM SCOTT GOLDMAN
Address: GOLDMAN LAW GROUP
1300 PENNSYLVANIA AVE NW, STE 700
WASHINGTON DC UNITED STATES , 20004
Correspondent e- trademarks@branding-law.com , brandinglaw@gmail.com
mail:
Associated marks
Mark Application Status Seral Registration
XAMMBOX Abandoned - After Inter-Partes Decision 87735033

Plaintiff(s)
Name: Microsoft Corporation

Correspondent JEFFREY A NELSON
Address: DAVIS WRIGHT TREMAINE LLP
920 FIFTH AVENUE, SUITE 3300
SEATTLE WA UNITED STATES , 98104-1610

Correspondent e- jeffnelson@dwt.com , Docket-MSTM@dwt.com , maryhadley@dwt.com

mail:
Assoclated marks
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Mark Application Status ::’:l:er ::?nifgfm’"
XBOX REGISTERED AND RENEWED 75982801 2663880
XBOX REGISTERED AND RENEWED 75981476 2646465
XBOX REGISTERED AND RENEWED 75928025 2698179
XBOX REGISTERED AND RENEWED 78975188 2811895
XBOX REGISTERED AND RENEWED 78193098 2775859
XBOX ONE Registered 85937987 4557248
XBOX 360 REGISTERED AND RENEWED 78977810 3252556
XBOX SMARTGLASS Section 8 and 15 - Accepted and Acknowledged 85648975 4502344
XBOX ONE X Registered 87581293 5650465

Prosecution History

Entry Number History Text Date Due Date
1 FILED AND FEE Mar 14, 2019
2 NOTICE AND TRIAL DATES SENT; ANSWER DUE: Mar 14, 2019 Apr 23, 2019
3 PENDING, INSTITUTED Mar 14, 2019
4 NOTICE OF DEFAULT May 03, 2019
5 BD DECISION: OPP SUSTAINED Jun 12, 2019
6 TERMINATED Jun 12, 2019

Type of Proceeding: Opposition
Proceeding 91228976 Filing Date: Jul 14, 2016
Number:
Status: Terminated Status Date: Oct 24, 2016
interlocutory BENJAMIN U OKEKE
Attorney:
Defendant
Name: Shenzhen CYX Technology Co., Ltd.
Correspondent ZHOU EMEI
Address: 616 CORPORATE WAY, SUITE 2-5451
VALLEY COTTAGE NY UNITED STATES, 10989
Correspondent e- iplaw_mark@hotmail.com
mail:
Assoclated marks

Mark Application Status :l::::tlser :3?'::'3“""

NEXBOX Abandoned - After Inter-Partes Decisicn 86880716
Plaintiff(s)
Name: Microsoft Corporation
Correspondent GRACE HAN STANTON
Address: PERKINS COIE LLP
1201 THIRD AVENUE, SUITE 4800
SEATTLE WA UNITED STATES , 98101-3099
Correspondent e- pctrademarks@perkinscoie.com
mail:

Associated marks

Mark Application Status Sorial nagistration
XBOX REGISTERED AND RENEWED 75928025 2698179
XBOX REGISTERED AND RENEWED 75928026 2786794
XBOX REGISTERED AND RENEWED 75928027 2817709
XBOX REGISTERED AND RENEWED 75981476 2646465
XBOX REGISTERED AND RENEWED 75982801 2663880
XBOX REGISTERED AND RENEWED 78193098 2775859
XBOX LIVE REGISTERED AND RENEWED 78168878 2802268
XBOX LIVE REGISTERED AND RENEWED 78168877 2940679
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XBOX 360 REGISTERED AND RENEWED 78977810 3252556
CREATED BY XBOX MICROSOFT - AUTHENTIC PRODUCT - .
g‘l}ITCélﬁlﬁlégRggglgL cﬁ’%ogéjlgl SEE‘:INAL - PRODOTTO Cancelled - Secticn 8 78978520 3283930
XBOX 360 Cancelled - Secticn 8 78978669 3300210
XBOX REGISTERED AND RENEWED 78975188 2811895
XBOX REGISTERED AND RENEWED 78975142 2893646
XBOX SMARTGLASS Section 8 and 15 - Accepted and Acknowledged 85648975 4502344
XBOX ONE Registered 85937987 4557248
Prosecution History
Entry Number History Text Date Due Date
1 FILED AND FEE Jul 14, 2016
2 NOTICE AND TRIAL DATES SENT; ANSWER DUE: Jul 14, 2016 Aug 23, 2016
3 PENDING, INSTITUTED Jul 14, 2016
4 NOTICE OF DEFAULT Sep 02, 2016
5 BD DECISION: SUSTAINED Oct 24, 2016
6 TERMINATED Oct 24, 2016
Type of Proceeding: Opposition
Proceeding 91228826 Filing Date: Jul 06, 2016
Number:
Status: Terminated Status Date: Oct 26, 2016
Interlocutory MARY CATHERINE FAINT
Attorney:
Defendant
Name: Qi Guo
Correspondent QI GUO
Address: 2ND FLCOR BLDG C1 HONGDEHUI INDUSTRIAL, PARK NO 128 BAOGUAN ROAD LONGGANG
SHENZHEN CHINA , 518000
Associated marks
Mark Application Status fl?:rri:l'm . ::gi;t:ﬁon
XO-BOX Abandoned - After Inter-Partes Decision 86876332
Plaintifi(s)
Name: Microsoft Corporation
Correspondent GRACE HAN STANTON
Address: PERKINS COIE LLP
1201 THIRD AVENUE, SUITE 4800
SEATTLE WA UNITED STATES , 88101-3099
Correspondent e- pcirademarks@perkinscoie.com
mail:
Associated marks .
Mark Application Status ::’:;er :3?;::?“""
XBOX REGISTERED AND RENEWED 75928025 2698179
XBOX REGISTERED AND RENEWED 75928026 2786794
XBOX REGISTERED AND RENEWED 75928027 2817709
XBOX REGISTERED AND RENEWED 75981476 2646465
XBOX REGISTERED AND RENEWED 75982801 2663880
XBOX REGISTERED AND RENEWED 78193098 2775859
XBOX LIVE REGISTERED AND RENEWED 78168878 2902268
XBOX LIVE REGISTERED AND RENEWED 78168877 2940679
XBOX 360 REGISTERED AND RENEWED 78977810 3252556
CREATED BY XBOX MICROSOFT - AUTHENTIC PRODUCT -
CRIGINAL PRODUKT - PRODUIT ORIGINAL - PRODOTTO Cancelled - Section 8 78978520 3283930
AUTENTICO - PRODUCTO ORIGINAL -
XBOX 360 Cancelled - Section 8 78978669 3300210
XBOX REGISTERED AND RENEWED 78975188 2811895
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XBOX REGISTERED AND RENEWED 78975142 2893646
XBOX SMARTGLASS Section 8 and 15 - Accepted and Acknowledged 85648975 4502344
XBOX ONE Registered 85937987 4557248
) Prosecution History )

Entry Number History Text Date Due Date
1 FILED AND FEE Jul 06, 2016
2 NOTICE AND TRIAL DATES SENT; ANSWER DUE: Jul 06, 2016 Aug 15, 2016
3 PENDING, INSTITUTED Jul 06, 2016
4 D REQ TO W/DRAW AS ATTORNEY Jul 19, 2016
5 RESPONSE DUE 30 DAYS (DUE DATE) Jul 25, 2016 Aug 24, 2016
6 RESPONSE DUE 30 DAYS (DUE DATE) Sep 08, 2016 Oct 08, 2016
7 D APPEARANCE / POWER OF ATTORNEY Sep 30, 2016
8 BD DECISION: SUSTAINED Oct 26, 2016
9 TERMINATED Oct 26, 2016
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Mark: MSN
US Serial Number: 78053531 Application Filing Mar. 16, 2001
Date:
US Registration 2608310 Registration Date: Aug. 13, 2002
Number:

Register: Principal
Mark Type: Trademark

TM5 Common Status
Descriptor:

LIVE/REGISTRATION/Issued and Active

The trademark application has been registered with the Office.

Status: The registration has been renewed.
Status Date: Mar. 31, 2012

Publication Date: Aug. 28, 2001 Notice of Nov. 20, 2001
Allowance Date:

Mark Information

Mark Literal MSN
Elements:

Standard Character No
Claim:
Mark Drawing 1 - TYPESET WORD(S) /LETTER(S) /NUMBER(S)
Type:

Related Properties Information

Claimed Ownership 2014296, 2043004, 2062240, 2153763 and others
of US
Registrations:

Goods and Services

Note:
The following symbols indicate that the registrant/owner has amended the goods/services:

o Brackets [..] indicate deleted goods/services;
« Double parenthesis ((..)) identify any goods/services not claimed in a Section 15 affidavit of incontestability; and

o Asterisks *..* identify additional (new) wording in the goods/services.

For: [ computer hardware and peripherals, namely, interface devices for accessing global computer networks, ] [computer software
programs for video editing;] computer operating system software for real-time video games; computer software programs for accessing
global computer networks; computer software programs for etectronic on-line browsing; computer graphical utilities programs;
computer software programs for video image [ compression and ]} decompression; [ computer software programs for word text editing;
and computer software programs for text management ]

International 009 - Primary Class U.S Class(es): 021, 023, 026, 036, 038
Class(es):
Class Status: ACTIVE
Basis: 1(a)
First Use: Apr. 30, 2000 Use in Commerce: Apr. 30, 2000
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Basis Information (Case Level)

Filed Use: No Currently Use: Yes
Filed ITU: Yes Currently ITU: No
Filed 44D: No Currently 44E: No
Filed 44E: No Currently 66A: No
Filed 66A: No Currently No Basis: No

Filed No Basis: No

Current Owner(s) Information

Owner Name: Microsoft Corporation

Owner Address: One Microsoft Way

Legal Entity Type: CORPORATION State or Country WASHINGTON

Redmond, WASHINGTON UNITED STATES 980526399

Where Organized:

Attorney/Correspondence Information

Attorney of Record
Attorney Name: Matthew E. Moersfelder Docket Number: 25936-T342
Attorney Primary mstm@dwt.com Attorney Email Yes
Email Address: Authorized:
Correspondent

Correspondent Matthew E. Moersfelder
Name/Address: Davis Wright Tremaine LLP

Phone: 206-757-8014 Fax: 206-757-7014
Correspondent e- mstm@dwt.com Docket-MSTM@dwt.com brenda Correspondent e- Yes
mail: pixdorf@dwt.com maryhadley@dwt.com mail Authorized:

920 Fifth Avenuse, Suite 3300
Seattle, WASHINGTON UNITED STATES 98104-1610

Domestic Representative - Not Found

Prosecution History

Date

Dec. 13, 2018
Dec. 13, 2018
Oct. 26, 2016
Oct. 26, 2016
Jul. 30, 2014

Mar. 31, 2012
Mar. 31, 2012
Mar. 31, 2012
Mar. 31, 2012
Mar. 21, 2012
Aug. 16, 2008
Aug. 07, 2008
Jul. 30, 2008

Oct. 16, 2007
Dec. 28, 2006
Aug. 13, 2002
Jun. 09, 2002
May 23, 2002
May 20, 2002
May 20, 2002

Description

ATTORNEY/DOM.REP.REVOKED AND/OR APPOINTED

TEAS REVOKE/APP/CHANGE ADDR OF ATTY/DOM REP RECEIVED
ATTORNEY/DCM.REP.REVOKED AND/OR APPOINTED

TEAS REVOKE/APP/CHANGE ADDR OF ATTY/DOM REP RECEIVED
TEAS CHANGE OF CORRESPONDENCE RECEIVED

NOTICE OF ACCEPTANCE OF SEC. 8 & 9 - E-MAILED
REGISTERED AND RENEWED (FIRST RENEWAL - 10 YRS)
REGISTERED - SEC. 8 (10-YR) ACCEPTED/SEC. 9 GRANTED

CASE ASSIGNED TO POST REGISTRATION PARALEGAL

TEAS SECTION 8 & 9 RECEIVED

REGISTERED - SEC. 8 (6-YR) ACCEPTED & SEC. 15 ACK.
ASSIGNED TO PARALEGAL

TEAS SECTION 8 & 15 RECEIVED

CASE FILE IN TICRS

TEAS CHANGE OF CORRESPONDENCE RECEIVED
REGISTERED-PRINCIPAL REGISTER

ALLOWED PRINCIPAL REGISTER - SOU ACCEPTED

STATEMENT OF USE PROCESSING COMPLETE

USE AMENDMENT FILED

TEAS STATEMENT OF USE RECEIVED

Proceeding
Number

77315
77315
77315

68973
68973
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Nov. 20, 2001 NOA MAILED - SOU REQUIRED FROM APPLICANT
Aug. 28, 2001 PUBLISHED FOR OPPOSITION
Aug. 08, 2001 NOTICE OF PUBLICATION
Jul. 09, 2001 APPROVED FOR PUB - PRINCIPAL REGISTER
Jul. 05, 2001 ASSIGNED TO EXAMINER 76463
TM Staff and Location Information
TM Staff Information - None
File Location
Current Location: GENERIC WEB UPDATE Date in Location: Mar. 31, 2012
Proceedings
Summary
Number of 2
Proceedings:
Type of Proceeding: Opposition
Proceeding 91190706 Filing Date: Jun 18, 2009
Number:
Status: Terminated Status Date: Sep 11, 2009
Interlocutory ANGELA LYKOS
Attorney:
Defendant
Name: MYSNTV, INC.
Correspondent REBECCA NUNBERG, ESQ.
Address: REBECCA CITRON NUNBERG, JD, PC
535 E 86TH STREET
NEW YORK NY UNITED STATES , 10028-7533
Correspondent e- rnunberg@erols.com
mail:
Associated marks
Mark Application Status :z';rlla or ::ﬁ{mﬁ‘m
MYSN.TV Abandoned - After Inter-Partes Decision 77640130
Plaintiff(s)
Name: Microsoft Corporation
Correspondent William O. Ferron, Jr.
Address: Seed IP Law Group PLLC
701 Fifth Avenue, Suite 5400
Seattle WA UNITED STATES , 98104
Correspondent e- billf.docketing@seedip.com , litcal@seedip.com
mail:
Associated marks
Mark Application Status :ﬁ':;:er :le’?;z:r:ﬁon
MSN REGISTERED AND RENEWED 75280961 2201105
MSN REGISTERED AND RENEWED 75280974 2418517
MSN REGISTERED AND RENEWED 75880882 2600020
MSN REGISTERED AND RENEWED 75280954 2153763
MSN REGISTERED AND RENEWED 75280918 2191997
MSN REGISTERED AND RENEWED 75280923 2191998
MSN REGISTERED AND RENEWED 75280919 2342086
MSN REGISTERED AND RENEWED 75978852 2352114
MSN REGISTERED AND RENEWED 75431560 2498608
MSN REGISTERED AND RENEWED 75431559 2565513
MSN REGISTERED AND RENEWED 78053531 2608310
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MSN Cancelled - Section 8 78100761 2625286
MSN REGISTERED AND RENEWED 75880884 2625732
MSN Cancelled - Section 8 75880885 2625733
MSN REGISTERED AND RENEWED 75880886 2625734
MSN REGISTERED AND RENEWED 75884364 2625740
MSN Cancelled - Section 8 75884365 2628782
MSN REGISTERED AND RENEWED 75884366 2646384
MSN REGISTERED AND RENEWED 75884367 2742568
MSN Cancelled - Section 8 78053533 2751320
MSN REGISTERED AND RENEWED 75884369 2783099
MSN REGISTERED AND RENEWED 78053534 2792781
MSN REGISTERED AND RENEWED 75880887 2798089
MSN REGISTERED AND RENEWED 75884368 2798091
MSN REGISTERED AND RENEWED 75880883 2808937
MSN REGISTERED AND RENEWED 75880888 2808938
MSN REGISTERED AND RENEWED 75873666 2854088
MSN REGISTERED AND RENEWED 75873669 2854091
MSN REGISTERED AND RENEWED 75873665 2869892
Prosecution History
Entry Number History Text Date Due Date
1 FILED AND FEE Jun 18, 2009
2 NOTICE AND TRIAL DATES SENT; ANSWER DUE: Jun 18, 2009 Jul 28, 2009
3 PENDING, INSTITUTED Jun 18, 2009
4 D'S MOTION FOR AN EXTENSION OF TIME Jul 13, 2009
5 WITHDRAWAL OF APPLICATION WITH CONSENT Aug 26, 2009
6 BD'S DECISION: DISMISSED W/ PREJUDICE Sep 11, 2009
7 TERMINATED Sep 11, 2009
Type of Proceeding: Opposition
Proceeding 91185017 Filing Date: Jul 01, 2008
Number:
Status: Terminated Status Date: Dec 18, 2008
Interlocutory MICHAEL B ADLIN
Attorney:
Defendant
Name: Solstice Group, Inc.
Correspondent Peter L. Arvant
Address: Stark Reagan, P.C.
1111 W. Long Lake Road, Suite 202
Troy Ml UNITED STATES , 48098
Associated marks
Mark Application Status N or Registration
M4SN Abandoned - After Inter-Partes Decision 77150806
Plaintiff(s)
Name: Microsoft Corporation
Correspondent William O. Ferron, Jr.
Address: Seed IP Law Group PLLC
701 Fifth Avenue, Suite 5400
Seattle WA UNITED STATES , 98104
Correspondent e- billf.docketing@seedip.com , litcal@seedip.com
mail:
Assoclated marks
Mark Application Status :ﬁr:;er :ﬁ?‘izt:ﬁon
MSN REGISTERED AND RENEWED 75280954 2153763
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MSN REGISTERED AND RENEWED 75280918 2191997
MSN REGISTERED AND RENEWED 75280923 2191888
MSN REGISTERED AND RENEWED 75280861 2201105
MSN REGISTERED AND RENEWED 75280919 2342086
MSN REGISTERED AND RENEWED 75978852 2352114
MSN REGISTERED AND RENEWED 75280974 2418517
MSN REGISTERED AND RENEWED 75431560 2498608
MSN REGISTERED AND RENEWED 75431559 2565513
MSN REGISTERED AND RENEWED 75880882 2600020
MSN REGISTERED AND RENEWED 78053531 2608310
MSN Cancelled - Section 8 78100761 2625286
MSN REGISTERED AND RENEWED 75880884 2625732
MSN Cancelled - Section 8 75880885 2625733
MSN REGISTERED AND RENEWED 75880886 2625734
MSN REGISTERED AND RENEWED 75884364 2625740
MSN Cancelled - Section 8 75884365 2628782
MSN REGISTERED AND RENEWED 75884366 2646384
MSN REGISTERED AND RENEWED 75884367 2742568
MSN Cancelled - Section 8 78053533 2751320
MSN REGISTERED AND RENEWED 75884369 2789099
MSN REGISTERED AND RENEWED 78053534 2792781
MSN REGISTERED AND RENEWED 75880887 2798089
MSN REGISTERED AND RENEWED 75884368 2798091
MSN REGISTERED AND RENEWED 75880883 2808937
MSN REGISTERED AND RENEWED 75880888 2808938
MSN REGISTERED AND RENEWED 75873666 2854088
MSN REGISTERED AND RENEWED 75873669 2854091
MSN REGISTERED AND RENEWED 75873665 2869892
Prosecution History

Entry Number History Text Date Due Date
1 FILED AND FEE Jui 01, 2008
2 NOTICE AND TRIAL DATES SENT; ANSWER DUE: Jul 02, 2008 Aug 11, 2008
3 PENDING, INSTITUTED Jul 02, 2008
4 ANSWER Aug 12, 2008
5 STIPULATION FOR AN EXTENSION OF TIME Oct 06, 2008
6 EXTENSION OF TIME GRANTED Oct 16, 2008
7 WITHDRAWAL OF APPLICATION WITH CONSENT Dec 16, 2008
8 BD'S DECISION: DISMISSED W/O PREJUDICE Dec 18, 2008
9 TERMINATED Dec 18, 2008
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Generated on: This page was generated by TSDR on 2019-12-08 15:32:49 EST
Mark: MICROSOFT

MICROSOFT

US Serial Number: 87047436 Application Filing May 23, 2016
Date:
US Registration 5448084 Registration Date: Apr. 17, 2018
Number: )
Filed as TEAS RF: Yes Currently TEAS RF: Yes

Register: Principal
Mark Type: Trademark

TM5 Common Status
Descriptor:

LIVE/REGISTRATION/Issued and Active

The trademark applicaticn has been registered with the Office.

Status: Registered. The registration date is used to determine when post-registration maintenance documents are due.

Status Date: Apr. 17, 2018

Publication Date: Jul. 26, 2016 Notice of Sep. 20, 2016
Allowance Date:

Mark Information

Mark Literal MICROSOFT
Elements:

Standard Character Yes. The mark consists of standard characters without claim to any particular font style, size, or color.
Claim:

Mark Drawing 4 - STANDARD CHARACTER MARK
Type:

Related Properties Information

International 1318242
Registration
Number:

International A0059214/1318242
Application(s)
IRegistration(s)
Based on this
Property:

Goods and Services

Note:

The following symbols indicate that the registrant/owner has amended the goods/services:
o Brackets [..] indicate deleted goods/services;
e Double parenthesis ((..)) identify any goods/services not claimed in a Section 15 affidavit of incontestability; and
o Asterigks *..* identify additional (new) wording in the goods/services.

For: Computer peripherals; computer keyboards; computer mice; Computer programs for wallet-sized personal computers, namely,
personal information manager programs with calendars, contact information files and to do lists; note taking programs; programs for
facititating voice, text and pen input; electronic mail program; access programs for global communication networks; programs for
wireless communications; computer programs for use in developing other programs for use on wallet-sized personal computers;
computer programs for use with phones and pagers; computer programs for accessing global communication networks and displaying
content therefrom; computer programs for use with hand-held computers, namely, operating system and utility programs; business
application programs for use with hand-held computers; Computer operating system programs and utilities; computer application
software for wireless telecommunications for use with wireless devices; computer software to enable uploading, downloading,
accessing, posting, displaying, tagging, blogging, streaming, linking, sharing or otherwise providing electronic media or informaticn via
computer and communication networks; software for allowing communication and interaction between phones, mobile devices,
televisions, video game consoles, media players, computers, digital media hubs, and audiovisual devices; computer software for use
by computer network administrators to deploy and manage application sofiware and network server software; computer network server
software for managing user content an computer networks and global computer networks; computer software for managing secure
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communications over computer networks and global computer networks; computer software for developing, managing and operating
intranet sites; computer network operating software and utilities; computer software development tools for network servers and
applications; computer software for inventorying and monitoring computer hardware and software assets and use within an
organization; computer application programs and operating system programs for use with communications servers; computer programs
for managing communications and data exchange between computers and electronic devices; operating systems software for use in
playing electronic games; computer hardware and peripherals; computer mice and wireless computer mice; wireless communications
devices, namely, mobile phones, cellular telephones, personal digital assistants, and hand-held computers; hardware for
telecommunications for connecting devices via in-home phone and electrical wiring, namely, computer networks hubs, computer
servers, set-top boxes, computer switches and computer routers designed to provide in-home voice over Intemet protoco! (VolP)
communications; computer and video game systems devices, namely, electronic sensor devices, cameras, projectors, headphones,
and microphones; electronic game equipment, namely, equipment communicating with a television or computer for playing electronic
games; Computer software for virtual reality visualization, manipulation, immersion and integration of audio, video, text, binary, still
images, graphics and multimedia files; wearable computers; wearable computer peripherals; virtual reality headsets for use in
visualization, manipulation, immersion and integration of audio, video, text, binary, still images, graphics and multimedia files; computer
peripherats for mobile devices for remotely accassing and transmitting data; computer peripherals for displaying data and video;
computer software, namely, software for setting up, operating, configuring, and contralling wearable computer hardware and wearable
computer peripherals; apparatus for recording, transmission or reproduction of sound, images, or data; electronic and optical
communications instruments and components, namely, display screens for virtual reality visualization, manipulation, immersion and
integration of audio, video, text, binary, still images, graphics and multimedia files; 3D spectacles; hologram apparatus; holographic
apparatus for projecting holographic video, still images, graphics and multimedia files

International 009 - Primary Class U.S Class(es): 021, 023, 026, 036, 038
Class(es):
Class Status: ACTIVE
Basis: 1(a)
First Use: Nov. 12, 1975 Use in Commerce: Nov. 12, 1975
Basis Information (Case Level)
Filed Use: Yes Currently Use: Yes
Filed ITU: Yes Currently ITU: No
Filed 44D: No Currently 44E: No
Filed 44E: No Currently 66A: No
Filed 66A: No Currently No Basis: No
Filed No Basis: No

Current Owner(s) Information

Owner Name:
Owner Address:

Legal Entity Type:

Microsoft Corporation

One Microsoft Way

Redmond, WASHINGTON UNITED STATES 980526399

CORPORATION State or Country WASHINGTON
Where Organized:

Attorney/Correspondence Information

Attorney Name:

Attorney Primary
Email Address:

Correspondent
Name/Address:

Attorney of Record
Matthew E. Moersfelder Docket Number: 25936-T311
mstm@dwt.com Attorney Email Yes
Authorized:
Correspondent

Matthew E. Moersfelder

Davis Wright Tremaine LLP

920 Fifth Avenue, Suite 3300

Seattle, WASHINGTON UNITED STATES 98104-1610

Phone: 206-757-8014 Fax: 206-757-7014
Correspondent e- mstm@dwt.com Docket-MSTM@dwt.com brenda Correspondent e- Yes
mail: nixdorf@dwt.com maryhadley@dwt.com mail Authorized:
Domestic Representative - Not Found
Prosecution History
Proceeding
Date Description Number

Dec. 13,2018  ATTORNEY/DOM.REP.REVOKED AND/OR APPOINTED
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Dec. 13,2018  TEAS REVOKE/APP/CHANGE ADDR OF ATTY/DOM REP RECEIVED

Sep. 14,2018  TEAS CHANGE OF CORRESPONDENCE RECEIVED

Sep. 13,2018  TEAS CHANGE OF CORRESPONDENCE RECEIVED

Apr. 17, 2018 REGISTERED-PRINCIPAL REGISTER

Mar. 16, 2018 NOTICE OF ACCEPTANCE OF STATEMENT OF USE E-MAILED

Mar. 15, 2018 ALLOWED PRINCIPAL REGISTER - SOU ACCEPTED

Mar. 15, 2018 STATEMENT OF USE PROCESSING COMPLETE 74055
Mar. 12, 2018 USE AMENDMENT FILED 74055
Mar. 12, 2018 TEAS STATEMENT OF USE RECEIVED

Sep. 27, 2017 NOTICE OF APPROVAL OF EXTENSION REQUEST E-MAILED

Sep. 26, 2017 EXTENSION 2 GRANTED 74055
Sep. 14, 2017 EXTENSION 2 FILED 74055
Sep. 26,2017  CASE ASSIGNED TO INTENT TO USE PARALEGAL 74055
Sep. 14,2017  TEAS EXTENSION RECEIVED

Mar. 07, 2017 NOTICE OF APPROVAL OF EXTENSION REQUEST E-MAILED

Mar. 03, 2017 EXTENSION 1 GRANTED 98765
Mar. 03, 2017 EXTENSION 1 FILED 98765
Mar. 03, 2017 TEAS EXTENSION RECEIVED

Sep. 20, 2016 NOA E-MAILED - SOU REQUIRED FROM APPLICANT

Jul. 26, 2016 OFFICIAL GAZETTE PUBLICATION CONFIRMATION E-MAILED

Jul. 26, 2016 PUBLISHED FOR OPPOSITION

Jul. 06, 2016 NOTIFICATION OF NOTICE OF PUBLICATION E-MAILED

Jun. 17, 2016 APPROVED FOR PUB - PRINCIPAL REGISTER

Jun. 15, 2016 ASSIGNED TO EXAMINER 69195
May 31, 2016 NEW APPLICATION OFFICE SUPPLIED DATA ENTERED IN TRAM

May 26, 2016 NEW APPLICATION ENTERED IN TRAM

TM Staff and Location Information

Current Location: PUBLICATION AND ISSUE SECTION

TM Staff Information - None
File Location

Date in Location: Mar. 15, 2018
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Generated on: This page was generated by TSDR on 2019-12-08 15:34:50 EST
Mark: ONEDRIVE

ONEDRIVE

US Serial Number: 85916372

US Registration 4661770

Number:
Register:

Mark Type: Trademark, Service Mark

TMS Common Status
Descriptor:

Status:
Status Date:
Publication Date:

Application Filing Apr. 26, 2013
Date:

Registration Date: Dec. 30, 2014

Principal

LIVE/REGISTRATION/ssued and Active

The trademark application has been registered with the Office.

Registered. The.registration date is used to determine when post-registration maintenance documents are due.
Dec. 30, 2014
Oct. 14, 2014

Mark Information

Mark Literal
Elements:

Standard Character
Claim:

Mark Drawing
Type:

ONEDRIVE

Yes. The mark consists of standard characters without claim to any particutar font style, size, or color.

4 - STANDARD CHARACTER MARK

Goods and Services

Note:

The following symbols indicate that the registrant/owner has amended the goods/services:

o Brackets [..] indicate deleted goods/services;
o Double parenthesis ((..)) identify any goods/services not claimed in a Section 15 affidavit of incontestability, and

. Asterisks_ * .* identify additional (new) wording in the goods/services.

For: computer software for use in electronic storage of data featuring cloud computing
International 009 - Primary Class U.S Class(es): 021, 023, 026, 036, 038
Class(es):
Class Status: ACTIVE
Basis: 1(a)
Fu'st Use Feb 19 2014 Use ln Commerce Feb. 19, 2014
For: Data commumcat:cn over local networks, wireless networks and global oommunicat:ons networks mcludmg the intemet, intranets,

International
Class(es):

Class Status:
Basis:
First Use:

For:

International
Class(es):

Class Status:
Basis:
First Use:

extranets, television, mobile communication, cellular and satellite networks
038 - Primary Class U.S Class(es): 100, 101, 104

ACTIVE
1(a)

Feb 19 2014 Use tn Commerce Feb 19 2014

Electromc stcrage of data text images, audxo vndeo storage services for archlvmg electnomc data

039 - Primary Class U.S Class{es): 100, 105

ACTIVE
1(a)

Feb. 19, 2014 Use in Commerce: Feb. 19, 2014
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For:

Application Service Provider (ASP) services featuring software for authoring, downloading, transmitting, receiving, editing, extracting,

encoding, decoding, displaying, storing and organizing text, graphics, images, and electronic publications

International 042 - Primary Class U.S Class(es): 100, 101
Class(es):
Class Status: ACTIVE
Basis: 1(a)
First Use: Feb. 19, 2014 Use in Commerce: Feb. 19, 2014
Basis Information (Case Level)
Filed Use: No Currently Use: Yes
Filed ITU: Yes Currently ITU: No
Filed 44D: No Currently 44E: No
Filed 44E: No Currently 66A: No
Filed 66A: No Currently No Basis: No
Filed No Basis: No
Current Owner(s) Information
Owner Name: MICROSOFT CORPORATION
Owner Address: ONE MICROSOFT WAY
REDMOND, WASHINGTON UNITED STATES 980526399

Legal Entity Type:

State or Country WASHINGTON
Where Organized:

CORPORATION

Attorney/Correspondence Information

Attorney Name:

Attorney of Record

Matthew E. Moersfelder Docket Number: 25936-T898

Attorney Primary mstm@dwt.com Attorney Email Yes
Email Address: Authorized:
Correspondent
Correspondent Matthew E. Moersfelder
Name/Address: Davis Wright Tremaine LLP
920 Fifth Avenue, Suite 3300
Seattle, WASHINGTON UNITED STATES 98104-1610
Phone: 206-757-8014 Fax: 206-757-7014
Correspondent e- mstm@dwt.com Docket-MSTM@dwt.com brenda Correspondent e- Yes
mail: nixdorf@dwt.com maryhadley@dwt.com mail Authorized:
Domestic Representative
Domestic William O. Ferron, Jr. Phone: 206-622-4800
Representative
Name:
Fax: 206-682-6031
Domestic BillF.Docketing@SeedIP.com Domestic Yes
Representative e- Representative e-
mail: mail Authorized:
Prosecution History
Proceeding
Date Description Number
Dec. 13, 2018 ATTORNEY/DOM.REP.REVOKED AND/OR APPOINTED
Dec. 13, 2018 TEAS REVOKE/APP/CHANGE ADDR OF ATTY/DOM REP RECEIVED
Oct. 26, 2016 ATTORNEY/DOM.REP.REVOKED AND/OR APPOINTED
Oct. 26, 2016 TEAS REVOKE/APP/CHANGE ADDR OF ATTY/DOM REP RECEIVED
Dec. 30, 2014 REGISTERED-PRINCIPAL REGISTER
Oct. 14, 2014 OFFICIAL GAZETTE PUBLICATION CONFIRMATION E-MAILED
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Oct. 14, 2014 PUBLISHED FOR OPPOSITION

Oct. 12, 2014 TEAS CHANGE OF CORRESPONDENCE RECEIVED

Sep. 24, 2014 NOTIFICATION OF NOTICE OF PUBLICATION E-MAILED

Sep. 10, 2014 LAW OFFICE PUBLICATION REVIEW COMPLETED 70629
Sep. 05, 2014 NOTICE OF ACCEPTANCE OF AMENDMENT TO ALLEGE USE E-MAILED

Sep. 04,2014  APPROVED FOR PUB - PRINCIPAL REGISTER

Sep. 04, 2014 USE AMENDMENT ACCEPTED 90331
Aug. 14, 2014 AMENDMENT TO USE PROCESSING COMPLETE 70629
Aug. 14, 2014 USE AMENDMENT FILED 70629
Aug. 08, 2014 TEAS AMENDMENT OF USE RECEIVED

Aug. 01, 2014 DATA MODIFICATION COMPLETED 70629
Aug. 01, 2014 ASSIGNED TO LIE 70629

Jul. 31, 2014 NOTIFICATION FOR REQ FOR RECON DENIED NO APPEAL FILED
Jul. 31,2014 ACTION FOR REQ FOR RECON DENIED NO APPEAL FILED E-MAILED

Jul. 31,2014 ACTION REQ FOR RECON DENIED NO APPEAL FILED COUNTED NOT MAILED 90331
Jul. 11,2014 TEAS/EMAIL CORRESPONDENCE ENTERED 88889
Jul. 10, 2014 CORRESPONDENCE RECEIVED IN LAW OFFICE 88889

Jul. 10, 2014 TEAS REQUEST FOR RECONSIDERATION RECEIVED

Mar. 20, 2014 NOTIFICATION OF FINAL REFUSAL EMAILED

Mar. 20, 2014 FINAL REFUSAL E-MAILED

Mar. 20, 2014 FINAL REFUSAL WRITTEN 80331
Mar. 05, 2014 AUTOMATIC UPDATE OF ASSIGNMENT OF OWNERSHIP

Feb. 24, 2014 ATTORNEY/DOM.REP.REVOKED AND/OR APPOINTED

Feb. 24, 2014 TEAS REVOKE/APP/CHANGE ADDR OF ATTY/DCM REP RECEIVED

Mar. 01, 2014 TEAS/EMAIL CORRESPONDENCE ENTERED 88889
Feb. 28, 2014 CORRESPONDENCE RECEIVED IN LAW OFFICE 88889
Feb. 28, 2014 TEAS RESPONSE TO OFFICE ACTICN RECEIVED

Aug. 30, 2013 NOTIFICATION OF NON-FINAL ACTION E-MAILED 6325
Aug. 30, 2013 NON-FINAL ACTION E-MAILED 6325
Aug. 30, 2013 NON-FINAL ACTION WRITTEN 90331
Aug. 13,2013  ASSIGNED TO EXAMINER 80331

May 03, 2013 NEW APPLICATION OFFICE SUPPLIED DATA ENTERED IN TRAM
Apr. 30, 2013 NEW APPLICATION ENTERED IN TRAM

TM Staff and Location Information

TM Staff Information - None
File Location
Current Location: PUBLICATION AND ISSUE SECTION Date in Location: Dec. 30, 2014

Assignment Abstract Of Title Information

Summary
Total Assignments: 1 Registrant: MICROSOFT CORPORATION

Assignment 1 of 1

Conveyance: ASSIGNS THE ENTIRE INTEREST
Reel/Frame: 5222/0875 Pages: 2
Date Recorded: Feb. 24, 2014
Supporting assignment-tm-5222-0875.pdf

Documents:
Assignor
Name: LG ELECTRONICS, INC. Execution Date: Feb. 20, 2014
Legal Entity Type: CORPORATION State or Country KOREA, REPUBLIC OF
Where Organized:

Assignee
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Name: MICROSOFT CORPORATION

Legal Entity Type: CORPORATION State or Country WASHINGTON
Where Organized:

Address: ONE MICROSOFT WAY
REDMOND, WASHINGTON 98052-6399
Correspondent
Correspondent WILLIAM O. FERRON, JR.
Name:

Correspondent 701 FIFTH AVENUE
Address: SUITE 5400
SEATTLE, WA 98104

bomesﬂé Répreseqtatlve -Not Found
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Generated on: This page was generated by TSDR on 2019-12-08 15:34:21 EST
Mark: OFFICE 365

OFFICE 365

US Serial Number: 85467634 Application Filing Nov. 08, 2011
Date:
US Registration 4380754 Registration Date: Aug. 06, 2013
Number:

Register: Principal
Mark Type: Service Mark

TM5 Common Status
Descriptor:

LIVE/REGISTRATION/Issued and Active

The trademark application has been registered with the Office.

Status: A Sections 8 and 15 combined declaration has been accepted and acknowledged.
Status Date: Jul. 31, 2019

Publication Date: Mar. 05, 2013 Notice of Apr. 30, 2013
Allowance Date:

Mark Information

Mark Literal OFFICE 365
Elements:

Standard Character Yes. The mark consists of standard characters without claim to any particular font style, size, or coler.
Claim:

Mark Drawing 4 - STANDARD CHARACTER MARK
Type:
Disclaimer: "OFFICE"

Related Properties Information

Claimed Ownership 2841438, 2940644, 3625391 and others
of US
Registrations:

Goods and Services

Note:

The following symbols indicate that the registrant/owner has amended the goods/services:
e Brackets [..] indicate deleted goods/services; o o o L L
* Double parenthesis ((..)) identify any gcods/services not claimed in a Section 15 affidavit of incontestability; and - T T
o Asterisks *..* identify additional (new) wording in the goods/services. ’

For: Electronic storage of files and documents

International 039 - Primary Class U.S Class(es): 100, 105
Class(es):
Class Status: ACTIVE
Basis: 1(a)
First Use: Oct. 19, 2010 Use in Commerce: Oct. 19, 2010

Basis Information (Case Level)

Filed Use: No Currently Use: Yes
Filed ITU: Yes Currently ITU: No
Fited 44D: No Currently 44E: No

Filed 44E: No Currently 66A: No
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Filed 66A: No Currently No Basis: No
Filed No Basis: No

Current Owner(s) Information

Owner Name: Microsoft Corporation
Owner Address: One Microsoft Way

Redmond, WASHINGTON UNITED STATES 980526399

Legal Entity Type: CORPORATION State or Country WASHINGTON

Where Organized:

Attorney/Correspondence Information

Attorney of Record
Attorney Name: Matthew E. Moersfelder Docket Number: 25936-T896
Attorney Primary mstm@dwt.com Attorney Email Yes
Emall Address: Authorized:
Correspondent

Correspondent Matthew E. Moersfelder
Name/Address: Davis Wright Tremaine LLP

920 Fifth Avenue, Suite 3300
Seattle, WASHINGTON UNITED STATES 98104-1610

Phone: 206-757-8014 Fax: 206-757-7014
Correspondent e- mstm@dwt.com Docket-MSTM@dwt.com brenda Correspondent e- Yes
mail: nixdorf@dwt.com maryhadley@dwt.com mail Authorized:

Domestic Representative - Not Found

Prosecution History

Date

Jul. 31, 2019

Jul. 31, 2018

Jul. 31, 2019

Jun. 14, 2019
Dec. 13, 2018
Dec. 13, 2018
Aug. 06, 2018
Oct. 26, 2016
Oct. 26, 2016
Jul. 30, 2014

Aug. 06, 2013
Jul. 04, 2013

Jul. 03, 2013

Jul. 01, 2013

Jun. 29, 2013
Jun. 04, 2013
Jun. 28, 2013
Jun. 04, 2013
Apr. 30, 2013
Mar. 05, 2013
Mar. 05, 2013
Feb. 13,2013
Jan. 25, 2013
Jan. 23, 2013
Jan. 09, 2013
Jan. 09, 2013
Jan. 09, 2013

Description

NOTICE OF ACCEPTANCE OF SEC. 8 & 15 - E-MAILED
REGISTERED - SEC. 8 (6-YR) ACCEPTED & SEC. 15 ACK.
CASE ASSIGNED TO POST REGISTRATION PARALEGAL
TEAS SECTION 8 & 15 RECEIVED
ATTORNEY/DOM.REP.REVOKED AND/OR APPOINTED

TEAS REVOKE/APP/CHANGE ADDR OF ATTY/DOM REP RECEIVED
COURTESY REMINDER - SEC. 8 (6-YR) E-MAILED
ATTORNEY/DOM.REP.REVOKED AND/OR APPOINTED

TEAS REVOKE/APP/CHANGE ADDR OF ATTY/DOM REP RECEIVED
TEAS CHANGE OF CORRESPONDENCE RECEIVED
REGISTERED-PRINCIPAL REGISTER

NOTICE OF ACCEPTANCE OF STATEMENT OF USE E-MAILED
LAW OFFICE REGISTRATION REVIEW COMPLETED
ALLOWED PRINCIPAL REGISTER - SOU ACCEPTED
STATEMENT OF USE PROCESSING COMPLETE

USE AMENDMENT FILED

CASE ASSIGNED TO INTENT TO USE PARALEGAL

TEAS STATEMENT OF USE RECEIVED

NOA E-MAILED - SOU REQUIRED FROM APPLICANT
OFFICIAL GAZETTE PUBLICATION CONFIRMATION E-MAILED
PUBLISHED FOR OPPOSITION

NOTIFICATION OF NOTICE OF PUBLICATION E-MAILED

LAW CFFICE PUBLICATION REVIEW COMPLETED

ASSIGNED TO LIE

APPROVED FOR PUB - PRINCIPAL REGISTER

EXAMINER'S AMENDMENT ENTERED

NOTIFICATION OF EXAMINERS AMENDMENT E-MAILED

Proceeding
Number

66607
66607

77976

70565
70565
70565

77976
77976

88888
6328
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Jan. 09, 2013
Jan. 09, 2013
Jan. 08, 2013
Jan. 07, 2013
Jan. 07, 2013
Aug. 03, 2012
Aug. 03, 2012
Aug. 03, 2012
Aug. 02, 2012
Aug. 02, 2012
Aug. 02, 2012
Feb. 27, 2012
Feb. 27, 2012
Feb. 27, 2012
Feb. 24, 2012
Nov. 14, 2011
Nov. 11, 2011

EXAMINERS AMENDMENT E-MAILED

EXAMINERS AMENDMENT -WRITTEN

TEAS/EMAIL CORRESPONDENCE ENTERED
CORRESPONDENCE RECEIVED IN LAW OFFICE

TEAS RESPONSE TO SUSPENSION INQUIRY RECEIVED
NOTIFICATION OF LETTER OF SUSPENSION E-MAILED
LETTER OF SUSPENSION E-MAILED

SUSPENSION LETTER WRITTEN

TEAS/EMAIL CORRESPONDENCE ENTERED
CORRESPONDENCE RECEIVED IN LAW OFFICE

TEAS RESPONSE TO OFFICE ACTION RECEIVED
NOTIFICATION OF NON-FINAL ACTION E-MAILED
NON-FINAL ACTION E-MAILED

NON-FINAL ACTION WRITTEN

ASSIGNED TO EXAMINER

NEW APPLICATION OFFICE SUPPLIED DATA ENTERED IN TRAM
NEW APPLICATION ENTERED IN TRAM
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6328

82438
88889
88889

6332
6332
82438
88889
88889

6325
6325
82438
82438

TM Staff and Location Information

Current Location: TMO LAW OFFICE 112

TM Staff Information - None
File Location

Date in Location: Jul. 31, 2019
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Mark: OUTLOOK

OUTLOOK

US Serial Number: 85467641 Application Filing Nov. 08, 2011
Date:
US Registration 4255129 Registration Date: Dec. 04, 2012
Number:

Register: Principal
Mark Type: Service Mark

TM5 Common Status
Descriptor:

LIVE/REGISTRATION/Issued and Active

The trademark application has been registered with the Office.

Status: A Sections 8 and 15 combined declaration has been accepted and acknowledged.
Status Date: Nov. 06, 2018

Publication Date: Jun. 19, 2012 Notice of Aug. 14, 2012
Allowance Date:

Mark Information

Mark Literal OUTLOOK
Elements:

Standard Character Yes. The mark consists of standard characters without claim to any particular font style, size, or color.
Claim:

Mark Drawing 4 - STANDARD CHARACTER MARK
Type:

Related Properties Information

International 1107047
Registration
Number:

International A0027391/1107047
Application(s)
IRegistration(s)
Based on this
Property:
Claimed Ownership 2188125

of US
Registrations:

Goods and Services

Note:
The following symbols indicate that the registrant/owner has amended the goods/services:
o Brackets [..] indicate deleted goods/services;
® Double parenthesis ((..)) identify any goods/services not claimed in a Section 15 affidavit of incontestability; and

o Asterisks *..* identify additional (new) wording in the goods/services.

For: Cloud computing featuring software for use in email, calendaring, contacts management and accessing remotely stored data for such
applications; Providing temporary use of on-line non-downloadable software and applications for email, calendaring, and contacts
management; Providing technical information in the field of computer sofiware and cloud computing

International 042 - Primary Class U.S Class(es): 100, 101
Class(es):

Class Status: ACTIVE
Basis: 1(a)
First Use: Mar. 02, 2008 Use in Commerce: Mar. 02, 2008
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Basis Information (Case Level)

Filed Use: No Currently Use: Yes
Filed ITU: Yes Currently ITU: No
Filed 44D: No Currently 44E: No
Filed 44E: No Currently 66A: No
Filed 66A: No Currently No Basis: No
Filed No Basis: No
Current Owner(s) Information
Owner Name: Microsoft Cerporation
Owner Address: One Microsoft Way
Redmond, WASHINGTON UNITED STATES 980526399
Legal Entity Type: CORPORATION State or Country WASHINGTON
Where Organized:

Attorney/Correspondence Information

Attomney of Record
Attorney Name: Matthew E. Moersfelder Docket Number: 25936-T7
Attorney Primary mstm@dwt.com Attorney Email Yes
Email Address: Authorized:
Correspondent '
Correspondent Matthew E. Moersfelder
Name/Address: Davis Wright Tremaine LLP
920 Fifth Avenue, Suite 3300
Seattle, WASHINGTON UNITED STATES 98104-1610
Phone: 206-757-8014 Fax: 206-757-7014
Correspondent e- mstm@dwt.com Docket-MSTM@dwt.com brenda Correspondente- Yes
mail: nixdorf@dwt.com maryhadley@dwt.com mail Authorized:
Domestic Representative - Not Found
Prosecution History
Date Description ::::gz:llng

Dec. 13,2018  ATTORNEY/DOM.REP.REVOKED AND/OR APPOINTED
Dec. 13,2018  TEAS REVOKE/APP/CHANGE ADDR OF ATTY/DOM REP RECEIVED
Nov. 06, 2018 NOTICE OF ACCEPTANCE OF SEC. 8 & 15 - E-MAILED
Nov. 06, 2018 REGISTERED - SEC. 8 (6-YR) ACCEPTED & SEC. 15 ACK. 68335
Nov. 06, 2018  CASE ASSIGNED TO POST REGISTRATION PARALEGAL 68335
Oct. 19, 2018 TEAS SECTION 8 & 15 RECEIVED
Dec. 04,2017 COURTESY REMINDER - SEC. 8 (6-YR) E-MAILED
Oct. 26, 2016 ATTORNEY/DOM.REP.REVOKED AND/OR APPOINTED
Oct. 26, 2016 TEAS REVOKE/APP/CHANGE ADDR OF ATTY/DOM REP RECEIVED
Feb. 25, 2015 NOTICE OF SUIT
Jul. 30, 2014 TEAS CHANGE OF CORRESPONDENCE RECEIVED
Dec. 04,2012  REGISTERED-PRINCIPAL REGISTER
Nov. 02,2012  NOTICE OF ACCEPTANCE OF STATEMENT OF USE E-MAILED
Nov. 01, 2012 LAW OFFICE REGISTRATION REVIEW COMPLETED 66213
Nov. 01,2012  ALLOWED PRINCIPAL REGISTER - SOU ACCEPTED
Oct. 31, 2012 STATEMENT OF USE PROCESSING COMPLETE 66154
Oct. 30, 2012 USE AMENDMENT FILED 66154
Oct. 31, 2012 CASE ASSIGNED TO INTENT TO USE PARALEGAL 66154

Oct. 30, 2012 TEAS STATEMENT OF USE RECEIVED
Aug. 14, 2012 NOA E-MAILED - SOU REQUIRED FROM APPLICANT
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Jun. 19, 2012
Jun. 19, 2012
May 30, 2012
May 16, 2012
May 15, 2012
Apr. 30, 2012
Apr. 19, 2012
Apr. 18, 2012
Apr. 18, 2012
Feb. 27, 2012
Feb. 27, 2012
Feb. 27, 2012
Feb. 24, 2012
Nov. 14, 2011
Nov. 11, 2011

OFFICIAL GAZETTE PUBLICATION CONFIRMATION E-MAILED
PUBLISHED FOR OPPOSITION

NOTIFICATION OF NOTICE OF PUBLICATION E-MAILED

LAW OFFICE PUBLICATION REVIEW COMPLETED

ASSIGNED TO LIE

APPROVED FOR PUB - PRINCIPAL REGISTER

TEAS/EMAIL CORRESPONDENCE ENTERED
CORRESPONDENCE RECEIVED IN LAW OFFICE

TEAS RESPONSE TO OFFICE ACTICN RECEIVED
NOTIFICATION OF NON-FINAL ACTION E-MAILED

NON-FINAL ACTION E-MAILED

NON-FINAL ACTION WRITTEN

ASSIGNED TO EXAMINER

NEW APPLICATION OFFICE SUPPLIED DATA ENTERED IN TRAM
NEW APPLICATION ENTERED IN TRAM
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66213
66213

88889
88889

6325
6325
82438
82438

TM Staff and Location Information

Current Location: TMEG LAW OFFICE 103

TM Staff Information - None
File Location

Date in Location: Nov. 06, 2018
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Mark: WINDOWS LIVE '

WINDOWS LIVE
US Serial Number: 78858267 Application Filing Apr. 10, 2006
Date:
US Registration 3765517 Registration Date: Mar. 23, 2010
Number:

Register: Principal
Mark Type: Service Mark

TM5 Common Status
Descriptor:

LIVE/REGISTRATION/issued and Active

The trademark application has been registered with the Office.

Status: A Sections 8 and 15 combined declaration has been accepted and acknowledged.
Status Date: Jul. 23, 2016

Publication Date: Jun. 26, 2007 Notice of Sep. 18, 2007
Allowance Date:

Mark Information

Mark Literal WINDOWS LIVE
Elements:

Standard Character Yes. The mark consists of standard characters without claim to any particular font style, size, or color.
Claim:

Mark Drawing 4 - STANDARD CHARACTER MARK
Type:
Disclaimer: "LIVE"

Related Properties Information

Claimed Ownership 1558816, 2988040, 3056149, 3096281, 3098774 and others
of US
Registrations:

Foreign Information

Priority Claimed: Yes

Foreign 30564272 Foreign Oct. 27, 2005
Application Apptication Filing
Number: Date:

Foreign GERMANY
Application/Registration
Country:

Goods and Services

Note:

The following symbols indicate that the registrant/owner has amended the goods/services:
e Brackets [..] indicate deleted goods/services;
¢ Double parenthesis ((..)) identify any goods/services not claimed in a Section 15 affidavit of incontestability; and
® Asterisks *..* identify additional (new) wording in the goods/services.

For: electronic mail services; [ web messaging; providing on-line chat rooms for the transmission of messages among users in the field of
general interest; voice chat services; ] electronic transmission of messages, documents, images, music, games and data [ ; providing
on-line interactive bulletin boards for transmission of messages ameng computer users concerning listings for announcements, events,
meetings, activities, politics, family, arts and information on a wide variety of topics of general interest to the public; providing on-line
forums and discussion groups for transmission of messages among computer users concemning heaith, family, arts, politics, leisure,
romance, work, and information on a wide variety of topics of general interest to the public; voice over Internet protocol services; and
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Intemnet and wireless voice and video conferencing }

International 038 - Primary Class U.S Class(es): 100, 101, 104
Class(es):
Class Status: ACTIVE
Basis: 1(a)
First Use: Jun. 2006 Use in Commerce: Jun. 2006
Basis Information (Case Level)
Filed Use: No Currently Use: Yes
Fited ITU: Yes Currently ITU: No
Filed 44D: Yes Currently 44E: No
Filed 44E: Yes Currently 66A: No
Filed 66A: No Currently No Basis: No
Fited No Basis: No
Current Owner(s) Information
Owner Name: Microsoft Corporation
Owner Address: One Microsoft Way
Redmond, WASHINGTON UNITED STATES 980526399
Legal Entity Type: CORPORATION State or Country WASHINGTON
Where Organized:

Attorney/Correspondence Information

Attorney of Record
Attorney Name: Matthew E. Moersfelder Docket Number: 25936-T1057
Attorney Primary mstm@dwt.com Attorney Email Yes
Email Address:. Authorized:
Correspondent
Correspondent Matthew E. Moersfelder
Name/Address: Davis Wright Tremaine LLP
920 Fifth Avenue, Suite 3300
Seattle, WASHINGTON UNITED STATES 98104-1610
Phone: 206-757-8014 ' Fax: 206-757-7014
Correspondent e- mstm@dwt.com Docket-MSTM@dwt.com brenda Correspondent e- Yes
mail: nixdorf@dwt.com maryhadley@dwt.com mail Authorized:
Domestic Representative - Not Found
Prosecution History
Date Description ' :m‘“

Mar. 23, 2019 COURTESY REMINDER - SEC. 8 (10-YR)/SEC. 9 E-MAILED
Dec. 13,2018  ATTORNEY/DOM.REP.REVOKED AND/OR APPOINTED
Dec. 13,2018  TEAS REVOKE/APP/CHANGE ADDR OF ATTY/DOM REP RECEIVED
Jul. 24, 2016 NOTICE OF ACCEPTANCE OF SEC. 8 & 15 - E-MAILED
Jul. 23, 2016 REGISTERED - SEC. 8 (6-YR) ACCEPTED & SEC. 15 ACK. 76533
Jul. 23, 2016 CASE ASSIGNED TO POST REGISTRATION PARALEGAL 76533
May 13, 2016 TEAS SECTION 8 & 15 RECEIVED
Mar. 23, 2015 COURTESY REMINDER - SEC. 8 (6-YR) E-MAILED
Oct. 13, 2014 TEAS CHANGE OF CORRESPONDENCE RECEIVED
Jan. 07, 2011 NOTICE OF SUIT
Mar. 23, 2010 REGISTERED-PRINCIPAL REGISTER
Feb. 18, 2010 LAW OFFICE REGISTRATION REVIEW COMPLETED 76568
Feb. 18, 2010 ALLOWED PRINCIPAL REGISTER - SOU ACCEPTED
Jan. 14, 2010 TEAS/EMAIL CORRESPONDENCE ENTERED 88889
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Jan. 13, 2010 CORRESPONDENCE RECEIVED IN LAW OFFICE 88889
Jan. 13, 2010 TEAS RESPONSE TO OFFICE ACTION RECEIVED

Jul. 13, 20609 NOTIFICATION OF NON-FINAL ACTION E-MAILED

Jul. 13, 2009 NON-FINAL ACTION E-MAILED

Jul. 13, 2009 SU - NON-FINAL ACTION - WRITTEN 80817
Jun. 23, 2009 ASSIGNED TO EXAMINER 80817
Mar. 20, 2009 NOTIFICATION OF SUBSEQUENT FINAL EMAILED

Mar. 20, 2009 CONTINUATION OF FINAL REFUSAL E-MAILED

Mar. 20, 2009 SU - ACTION CONTINUING FINAL - WRITTEN 60997
Feb. 26, 2009 TEAS/EMAIL CORRESPONDENCE ENTERED 76568
Feb. 26, 2009 CORRESPONDENCE RECEIVED IN LAW OFFICE 76568

Feb. 25, 2009 TEAS REQUEST FOR RECONSIDERATION RECEIVED
Jan. 15, 2009 NOTIFICATION OF FINAL REFUSAL EMAILED
Jan. 15, 2009 FINAL REFUSAL E-MAILED

Jan. 15, 2009 SU - FINAL REFUSAL - WRITTEN 60997
Dec. 24,2008  TEAS/EMAIL CORRESPONDENCE ENTERED 88889
Dec. 23,2008 CORRESPONDENCE RECEIVED IN LAW OFFICE 88889

Dec. 23,2008  TEAS RESPONSE TO OFFICE ACTION RECEIVED
Jun. 24, 2008 NOTIFICATION OF NON-FINAL ACTION E-MAILED
Jun. 24, 2008 NON-FINAL ACTION E-MAILED

Jun. 24, 2008 SU - NON-FINAL ACTION - WRITTEN 60997
May 10, 2008 STATEMENT OF USE PROCESSING COMPLETE 66154
May 02, 2008 USE AMENDMENT FILED 66154
May 02, 2008 TEAS STATEMENT OF USE RECEIVED

Apr. 04, 2008 EXTENSION 1 GRANTED 64657
Mar. 18, 2008 EXTENSION 1 FILED 64657

Mar. 18, 2008 TEAS EXTENSION RECEIVED

Sep. 18, 2007 NOA MAILED - SOU REQUIRED FROM APPLICANT
Jun. 26, 2007 PUBLISHED FOR OPPOSITION

Jun. 06, 2007 NOTICE OF PUBLICATION

Apr. 20, 2007 LAW OFFICE PUBLICATION REVIEW COMPLETED 76568
Apr. 19, 2007 APPROVED FOR PUB - PRINCIPAL REGISTER

Mar. 30, 2007 EXAMINER'S AMENDMENT ENTERED 76568
Mar. 29, 2007 ASSIGNED TO LIE 76568
Mar. 28, 2007 EXAMINERS AMENDMENT E-MAILED 6328
Mar. 28, 2007 EXAMINERS AMENDMENT -WRITTEN 60997
Mar. 16, 2007 TEAS/EMAIL CORRESPONDENCE ENTERED 88889
Mar. 15, 2007 CORRESPONDENCE RECEIVED IN LAW OFFICE 88889
Mar. 15, 2007 TEAS RESPONSE TO OFFICE ACTION RECEIVED

Mar. 15, 2007 TEAS/EMAIL CORRESPONDENCE ENTERED o 88889
Mar. 14, 2007 CORRESPONDENCE RECEIVED IN LAW OFFICE 88889

Mar. 14, 2007 TEAS RESPONSE TO OFFICE ACTION RECEIVED
Dec. 28, 2006 TEAS CHANGE OF CORRESPONDENCE RECEIVED

Sep. 19, 2006 NON-FINAL ACTION E-MAILED 6325
Sep. 19, 2006 NON-FINAL ACTION WRITTEN 60997
Sep. 15,2006  ASSIGNED TO EXAMINER 60997

Apr. 14, 2006 NEW APPLICATION ENTERED IN TRAM

TM Staff and Location Information

TM Staff Information - None
File Location
Current Location: TMO LAW OFFICE 116 Date in Location: Jul. 23, 2016
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Mark: HOTMAIL
US Serial Number: 75272783 Application Filing Apr. 10, 1997
Date:
US Registration 2165601 Registration Date: Jun. 16, 1998
Number:

Register: Principal
Mark Type: Service Mark

TMS Common Status
Descriptor:

LIVE/REGISTRATION/Issued and Active

The trademark application has been registered with the Office.

Status: The registration has been renewed.
Status Date: May 21, 2018
Publication Date: Mar. 24, 1998

Mark Information

Mark Literal HOTMAIL
Elements:

Standard Character No
Claim:
Mark Drawing 1 - TYPESET WORD(S) /LETTER(S) /NUMBER(S)
Type:

Goods and Services

Note:
The following symbols indicate that the registrant/owner has amended the goods/services:
e Brackets [..] indicate deleted goods/services;
e Double parenthesis ((..)) identify any goods/services not claimed in a Section 15 affidavit of incontestability; and

o Asterisks *..” identify additional (new) wording in the goods/services.

For: [advertising and marketing services, namely, promoting the goods and services of others by placing advertisements and promoticnal
displays in an electronic site accessed through computer networks and by delivering advertisements and promotional materials to
others via electronic mail

International 035 - Primary Class U.S Class(es): 100, 101, 102
Class(es):

Class Status: SECTION 8 - CANCELLED
Basis: 1(a)
First Use: Jul. 04, 1996 Use in Commerce: Jul. 04, 1986

For: electronic mail services

International 038 - Primary Class U.S Class(es): 100, 101, 104
Class(es):

Class Status: ACTIVE

Basls: 1(a)
First Use: Jul. 04, 1986 Use in Commerce: Jul. 04, 1986
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Basis Information (Case Level)

Filed Use: Yes Currently Use: Yes
Fited ITU: No Currently ITU: No
Filed 44D: No Currently 44E: No
Filed 44E: No Currently 66A: No
Filed 66A: No Currently No Basis: No

Filed No Basis: No

Current Owner(s) Information

Owner Name: MICROSOFT CORPORATION

Owner Address: ONE MICROSOFT WAY
REDMOND, WASHINGTON UNITED STATES 98052

Legal Entity Type: CORPORATION State or Country WASHINGTON
Where Organized:

Attorney/Correspondence Information

Attorney of Record
Attorney Name: Matthew E. Moersfelder Docket Number: 25936-T251
Attorney Primary mstm@dwt.com Attorney Email Yes
Email Address: Authorized:
' Correspondent

Correspondent Matthew E. Moersfelder

Name/Address: Davis Wright Tremaine LLP

Phone: 206-757-8014 Fax: 206-757-7014
Correspondent e- mstm@dwt.com Docket-MSTM@dwt.com brenda Correspondent e- Yes
mail: nixdorf@dwt.com maryhadley@dwt.com mail Authorized:

920 Fifth Avenue, Suite 3300
Seattle, WASHINGTON UNITED STATES 98104-1610

Domestic Representative - Not Found

Prosecution History

Date

Dec. 13, 2018
Dec. 13, 2018
May 21, 2018
May 21, 2018
May 21, 2018
May 21, 2018
May 21, 2018
May 10, 2018
Dec. 28, 2017
Jun. 16, 2017
Oct. 26, 2016
Oct. 26, 2016
Oct. 12, 2014
May 14, 2010
Apr. 29, 2010
Mar. 31, 2009
May 15, 2008
May 15, 2008
Apr. 29, 2008
Apr. 10, 2008

Description

ATTORNEY/DOM.REP.REVOKED AND/OR APPOINTED

TEAS REVOKE/APP/CHANGE ADDR OF ATTY/DOM REP RECEIVED
NOTICE OF ACCEPTANCE OF SEC. 8 - E-MAILED

REGISTERED AND RENEWED (SECOND RENEWAL - 10 YRS)
REGISTERED - SEC. 9 GRANTED/CHECK RECORD FOR SEC. 8
REGISTERED - PARTIAL SEC. 8 (10-YR) ACCEPTED

CASE ASSIGNED TO POST REGISTRATION PARALEGAL

TEAS SECTION 8 & 9 RECEIVED

NOTICE OF SUIT

COURTESY REMINDER - SEC. 8 (10-YR)/SEC. 9 E-MAILED
ATTORNEY/DOM.REP.REVOKED AND/OR APPOINTED

TEAS REVOKE/APP/CHANGE ADDR OF ATTY/DOM REP RECEIVED
TEAS CHANGE OF CORRESPONDENCE RECEIVED

NOTICE OF SUIT

NOTICE OF SUIT

NOTICE OF SUIT

REGISTERED AND RENEWED (FIRST RENEWAL - 10 YRS)
REGISTERED - SEC. 8 (10-YR) ACCEPTED/SEC. 9 GRANTED
ASSIGNED TO PARALEGAL

TEAS SECTION 8 & 9 RECEIVED

Proceeding
Number

76874
76874
76874
76874

68973

68973
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Feb. 12, 2008 NOTICE OF SUIT
Aug. 15,2007  CASE FILE IN TICRS
Dec. 28,2006  TEAS CHANGE OF CORRESPONDENCE RECEIVED
Aug. 23,2003  REGISTERED - SEC. 8 (6-YR) ACCEPTED & SEC. 15 ACK.
Jul. 02, 2003 REGISTERED - SEC. 8 (6-YR) & SEC. 15 FILED
Jul. 01, 2003 TEAS SECTION 8 & 15 RECEIVED
Jun. 16, 1998 REGISTERED-PRINCIPAL REGISTER
Mar. 24, 1998 PUBLISHED FOR OPPOSITION
Mar. 24, 1998 PUBLISHED FOR OPPOSITION
Feb. 20, 1988 NOTICE OF PUBLICATION
Jan. 21, 1998 APPROVED FOR PUB - PRINCIPAL REGISTER
Dec. 16, 1997 CORRESPONDENCE RECEIVED IN LAW OFFICE
Sep. 12, 1997 NON-FINAL ACTION MAILED
Sep. 02,1997  ASSIGNED TO EXAMINER 60997
TM Staff and Location Information
TM Staff Information - None
File Location
Current Location: TMEG LAW OFFICE 107 Date in Location: May 21, 2018
Assignment Abstract Of Title Information
Summary

-

Total Assignments: Registrant: HoTMail Corporation

Assignment 1 of 1

Conveyance: MERGER
Reel/Frame: 1837/0083 Pages: 3
Date Recorded: Jan. 04, 1999
Supporting assignment-tm-1837-0083.pdf
Documents:
Assignor
Name: HOTMAIL CORPORATION Execution Date: May 21, 1998
Legal Entity Type: CORPORATION State or Country CALIFORNIA
Where Organized:
Assignee
Name: MICROSOFT CORPORATION
Legal Entity Type: CORPORATION State or Country WASHINGTON
Where Organized:
Address: ONE MICROSOFT WAY
REDMOND, WASHINGTON 98052-6399
Correspondent

Correspondent SEED AND BERRY LLP

Name:
Correspondent WILLIAM O. FERRON, JR.

Address: 6300 COLUMBIA CENTER

701 FIFTH AVENUE
SEATTLE, WA 98104-7092

Domestic Representative - Not Found
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Mark: HOLOLENS

US Serial Number: 86534866 Application Filing Feb. 13, 2015
Date:
US Registration 5601550 Registration Date: Nov. 06, 2018
Number:
Filed as TEAS RF: Yes Currently TEAS RF: Yes

Register: Principal
Mark Type: Trademark, Service Mark

TMS Common Status
Descriptor:

LIVE/REGISTRATICN/Issued and Active

Status: Registered. The registration date is used to determine when post-registration maintenance documents are due.
Status Date: Nov. 06, 2018

Publication Date: Jan. 19, 2016 Notice of Mar. 15, 2016
Allowance Date:

HOLOLENS

The trademark application has been registered with the Office.

Mark Information

Mark Literal HOLOLENS
Elements:

Standard Character Yes. The mark consists of standard characters without claim to any particular font style, size, or color.
Claim:
Mark Drawing 4 - STANDARD CHARACTER MARK
Type:

Related Properties Information

International 1257784
Registration
Number:

International A0048471/1257784
Application(s)
/Registration(s)
Based on this
Property:

Foreign Information

Priority Claimed: Yes

Foreign 2014/30,125 Foreign Nov. 04, 2014
Application Application Filing
Number: Date:

Foreign SOUTH AFRICA
Application/Registration
Country:

Goods and Services

Note:

The following symbols indicate that the registrant/owner has amended the goods/services:
o Brackets [..] indicate deleted goods/services;
e Double parenthesis ((..)) identify any goods/services not claimed in a Section 15 affidavit of incontestability; and
e Asterisks *..* identify additional (new) wording in the goods/services.

For: Computer hardware; operating system software; computer software for virtual reality visualization, manipulation, immersion and
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integration of audio, video, text, binary, still images, graphics and muitimedia files; computer peripherals; wearable computers;
wearable computer peripherals; virtual reality headsets for use in visualization, manipulation, immersion and integration of audio, video,
text, binary, still images, graphics and multimedia files; computer peripherals for mobile devices for remotely accessing and
transmitting data; computer peripherals for displaying data and video; computer software, namely, software for setting up, operating,
configuring, and controlling wearable computer hardware and wearable computer peripherals; carrying cases and holders for use with
virtual reality headsets; apparatus for recording, transmission or reproduction of sound, images, or data; electronic and optical
communications instruments and components, namely, display screens for virtual reality visualization, manipulation, immersion and
integration of audio, video, text, binary, still images, graphics and multimedia files; eyewear; 3D eyewear; eyeglasses; optical devices,
namely, eye pieces for helmet mounted displays; optical glasses; optical lenses; spectacles; 3D spectacles; hologram apparatus;
holographic apparatus for projecting holographic video, still images, graphics and multimedia files

International 009 - Primary Class U.S Class(es): 021, 023, 026, 036, 038
Class(es):
Class Status: ACTIVE
Basis: 1(a)
First Use: Mar. 30, 2016 Use in Commerce: Mar. 30, 2016
For: Providing online, non-downloadable software for virtual reality visualization, manipulation, immersion and integration of audio, video,
text, binary, still images, graphics and multimedia files; providing online, non-downloadable operating system software for computer
hardware and computer peripherals; computer services, namely, interactive hosting services which allow users to publish and share
content and images; providing services which give users the ability to upload, exchange, and share content; computer services,
namely, creating an online community for registered users to participate in discussions, get feedback from their peers, form virtual
communities and engage in social networking services; electronic storage of electronic media, namely, images, text and video and
audio data; software as a services (SaaS) featuring computer programs for assisting developers in creating program code for use in
application programs; software as a service (SaaS) featuring computer programs for running development programs and application
programs in a common development envirenment; software as a service (SaaS) featuring computer programs for use in developing
and publishing websites, information, and content
International 042 - Primary Class U.S Class(es): 100, 101
Class(es):
Class Status: ACTIVE
Basis: 1(a)
First Use: Mar. 30, 2016 Use in Commerce: Mar. 30, 2016
Basis Information (Case Level)

Filed Use: No Currently Use: Yes

Fited ITU: Yes Currently ITU: No

Filed 44D: Yes Currently 44E: No

Filed 44E: No Currently 66A: No

Filed 66A: No Currently No Basis: No

Filed No Basis: No

Current Owner(s) Information

Owner Name:
Owner Address:

Legal Entity Type:

Microsoft Corporation

One Microsoft Way
Redmond, WASHINGTON UNITED STATES 980526399

CORPORATION State or Country WASHINGTON
Where Organized:

Attorney/Correspondence Information

Attorney Name:

Attorney Primary
Email Address:

Correspondent
Name/Address:

Phone:

Correspondent e-
mail:

Attorney of Record
Matthew E. Moersfelder Docket Number: 26936-T526
mstm@dwt.com Attorney Email Yes
Authorized:
Correspondent

Matthew E. Moersfelder

Davis Wright Tremaine LLP

920 Fifth Avenue, Suite 3300

Seattle, WASHINGTON UNITED STATES 98104-1610

206-757-8014 Fax: 206-757-7014
mstm@dwt.com Docket-MSTM@dwt.com brenda Correspondent e- Yes
nixdorf@dwt.com maryhadley@dwt.com mail Authorized:
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Domestic Representative - Not Found

Prosecution History

Date

Dec. 13, 2018
Dec. 13, 2018
Nov. 06, 2018
Oct. 05, 2018
Oct. 04, 2018
Sep. 15, 2018
Sep. 14, 2018
Sep. 06, 2018
Sep. 14, 2018
Sep. 06, 2018
Sep. 14, 2018
Sep. 06, 2018
Sep. 06, 2018
Mar. 16, 2018
Mar. 14, 2018
Mar. 14, 2018
Mar. 14, 2018
Sep. 15, 2017
Sep. 13, 2017
Sep. 13, 2017
Sep. 13, 2017
Feb. 14, 2017
Feb. 10, 2017
Feb. 10, 2017
Feb. 10, 2017
Sep. 10, 2016
Sep. 08, 2016
Sep. 08, 2016
Sep. 08, 2016
Mar. 15, 2016
Jan. 19, 2016
Jan. 19, 2016
Dec. 30, 2015
Dec. 14, 2015
Dec. 04, 2015
Dec. 04, 2015
Dec. 04, 2015
Nov. 30, 2015
Nov. 11, 2015
Jun. 12, 2015
Jun. 03, 2015
May 13, 2015
May 13, 2015
May 13, 2015
May 12, 2015
May 12, 2015
May 12, 2015
May 05, 2015
Mar. 02, 2015
Feb. 17, 2015

Description

ATTORNEY/DOM.REP.REVOKED AND/OR APPOINTED

TEAS REVOKE/APP/CHANGE ADDR OF ATTY/DOM REP RECEIVED
REGISTERED-PRINCIPAL REGISTER

NOTICE OF ACCEPTANCE OF STATEMENT OF USE E-MAILED
ALLOWED PRINCIPAL REGISTER - SOU ACCEPTED

NOTICE OF APPROVAL OF EXTENSION REQUEST E-MAILED
STATEMENT OF USE PROCESSING COMPLETE

USE AMENDMENT FILED

EXTENSION 5 GRANTED

EXTENSION § FILED

CASE ASSIGNED TO INTENT TO USE PARALEGAL

TEAS EXTENSION RECEIVED

TEAS STATEMENT OF USE RECEIVED

NOTICE OF APPROVAL OF EXTENSION REQUEST E-MAILED
EXTENSION 4 GRANTED

EXTENSION 4 FILED

TEAS EXTENSION RECEIVED

NOTICE OF APPROVAL OF EXTENSION REQUEST E-MAILED
EXTENSION 3 GRANTED

EXTENSION 3 FILED

TEAS EXTENSION RECEIVED

NOTICE OF APPROVAL OF EXTENSION REQUEST E-MAILED
EXTENSION 2 GRANTED

EXTENSION 2 FILED

TEAS EXTENSION RECEIVED

NOTICE OF APPROVAL OF EXTENSION REQUEST E-MAILED
EXTENSION 1 GRANTED

EXTENSION 1 FILED

TEAS EXTENSION RECEIVED

NOA E-MAILED - SOU REQUIRED FROM APPLICANT
OFFICIAL GAZETTE PUBLICATION CONFIRMATION E-MAILED
PUBLISHED FOR OPPOSITION

NOTIFICATION OF NOTICE OF PUBLICATION E-MAILED

LAW OFFICE PUBLICATION REVIEW COMPLETED
APPROVED FOR PUB - PRINCIPAL REGISTER

TEAS/EMAIL CORRESPONDENCE ENTERED
CORRESPONDENCE RECEIVED IN LAW OFFICE

ASSIGNED TOLIE

TEAS RESPONSE TO OFFICE ACTION RECEIVED

LETTER OF PROTEST EVIDENCE REVIEWED-NO FURTHER ACTION TAKEN
LETTER OF PROTEST ACCEPTED

NOTIFICATION OF NON-FINAL ACTION E-MAILED

NON-FINAL ACTION E-MAILED

NON-FINAL ACTION WRITTEN

NOTIFICATION OF NON-FINAL ACTION E-MAILED

NON-FINAL ACTION E-MAILED

NON-FINAL ACTION WRITTEN

ASSIGNED TO EXAMINER

NEW APPLICATION OFFICE SUPPLIED DATA ENTERED IN TRAM
NEW APPLICATION ENTERED IN TRAM

Proceeding
Number

66154
66154
66154
66154
66154

98765
98765

98765
98765

98765
98765

98765
98765

73296

73286
73286
73286

81097

6325
6325
81097
6325
6325
81097
81097
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TM Staff and Location Information

TM Staff Information - None '
, 7 - File Location 7
Current Location: PUBLICATION AND ISSUE SECTION . Date in Location: Oct. 04, 2018
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Generated on: This page was generated by TSDR on 2019-12-17 09:52:04 EST
Mark: AZURE

AZURE

US Serial Number: 86218994 Appilication Filing Mar. 12, 2014
Date:
US Registration 4932997 Registration Date: Apr. 05, 2016
Number:

Register: Principal
Mark Type: Trademark, Service Mark

TMS Common Status
Descriptor:

LIVE/REGISTRATION/Issued and Active

The trademark application has been registered with the Office.

Status: Registered. The registration date is used to determine when post-registration maintenance documents are due.
Status Date: Apr. 05, 2016

Pubtlication Date: Dec. 23, 2014 Notice of Feb. 17, 2015
Allowance Date:

Mark Information

Mark Literal AZURE
Elements:

Standard Character Yes. The mark consists of standard characters without claim to any particular font style, size, or color.
Claim:
Mark Drawing 4 - STANDARD CHARACTER MARK
Type:

Related Properties Information

Claimed Ownership 4309317
of US
Registrations:

Goods and Services

Note:

The following symbols indicate that the registrant/owner has amended the goods/services:
o Brackets [..] indicate deleted goods/services;
¢ Double parenthesis ((..)) identify any goods/services not claimed in a Section 15 affidavit of incontestability; and
® Asterisks *..* identify additional (new) wording in the goods/services.

For: computer services, namely, cloud hosting provider services; Computer security services, namely, enforcing, restricting and controlling
access privileges of users of computing resources for cloud resources based on assigned credentials; Computer services, namely,
integration of private and public cloud computing environments; Consuilting services in the field of cloud computing technology,
infrastructure-as-a-service (IAAS) cloud computing technology, software-as-a-service (SAAS) cloud computing technology, and
platform-as-a-service (PAAS) cloud computing technology; Providing virtual computer systems and virtual computer environments
through cloud computing; Technical support services, namely, remote and on-site infrastructure management services for monitoring,
administration and management of public and private cloud computing IT and application systems; Application service provider (ASP),
namely, hosting computer software applications of others; Cloud computing featuring software for use in creating web applications,
data storage and backup, database management, virtualization, networking, collaboration, remote access, remote support, cloud
computing, data sharing, data security, access, administration and management of computer applications and computer hardware,
computer application distribution, and for transmission of voice, data, images, audio, video, and information, and for content
management, cnline project management, cnline conferences, meetings, demonstrations, tours, presentations and interactive
discussions; Platform-as-a-service (PAAS), Infrastructure-as-a-service (IAAS) and Software-as-a-service (SAAS) services featuring
computer software platforms for creating web applications, data storage and backup, database management, virtualization, networking,
collaboration, remote access, remote support, cloud computing, data sharing, data security, access, administration and management of
computer applications and computer hardware, computer application distribution, and for transmission of voice, data, images, audio,
video, and information, and for content management, online project management, online conferences, meetings, demonstrations,
tours, presentations and interactive discussions; Computer services, namely, creating cloud-based indexes of information

International 042 - Primary Class U.S Class(es): 100, 101
Class(es):
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Class Status: ACTIVE
Basis: 1(a)
First Use: Dec. 2013 Use in Commerce: Dec. 2013
For: electronic transmission and streaming of digital media content for others via cloud-based computer networks; Streaming of audio,
visual and audiovisual material via a cloud-based computer network; Video-on-demand transmission services; Telecommunications
and information technology services, namely, transmission of voice, data, images, audio, video, and information via a cloud-based
communication networks
International 038 - Primary Class U.S Class(es): 100, 101, 104
Class(es):
Class Status: ACTIVE
Basis: 1(a)
First Use: Dec. 2013 Use in Commerce: Dec. 2013
For: computer software for data storage and backup, database management, virtualization, networking, collaboration, remote access,
remote support, cloud computing, data sharing, data security, access, administration and management of computer applications and
computer hardware, computer application distribution, and for transmission of voice, data, images, audio, video, and information, and
for content management, online project management, online conferences, meetings, demonstrations, tours, presentations and
interactive discussions
International 009 - Primary Class U.S Class(es): 021, 023, 026, 036, 038
Class(es):
Class Status: ACTIVE
Basis: 1(a)
First Use: Dec. 2013 Use in Commerce: Dec. 2013
Basis Information (Case Level)
Fited Use: No Currently Use: Yes
Filed ITU: Yes Currently ITU: No
Filed 44D: No Currently 44E: No
Filed 44E: No Currently 66A: No
Filed 66A: No Currently No Basis: No
Filed No Basis: No
Current Owner(s) Information
Owner Name: MICROSOFT CORPORATION
Owner Address: ONE MICROSOFT WAY
REDMOND, WASHINGTON UNITED STATES 980526399
Legal Entity Type: CORPORATION State or Country WASHINGTON

Where Organized:

Attorney/Correspondence Information

Attorney Name:

Attorney Primary
Email Address:

Correspondent
Name/Address:

Phone:

Correspondent e-
mail:

Attormney of Record

Matthew E. Moersfelder Docket Number: 25936-T631

mstm@dwt.com Attorney Email Yes
Authorized:
Correspondent

Matthew E. Moersfelder

Davis Wright Tremaine LLP

920 Fifth Avenue, Suite 3300

Seattle, WASHINGTON UNITED STATES 98104-1610

206-757-8014

mstm@dwt.com Docket-MSTM@dwt.com brenda Correspondent e- Yes
nixdorf@dwt.com maryhadley@dwi.com mail Authorized:
Domestic Representative - Not Found

Fax: 206-757-7014

Prosecution History
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Date

Dec. 31, 2018
Dec. 13, 2018
Dec. 13, 2018
Apr. 05, 2016
Mar. 02, 2016
Mar. 01, 2016
Feb. 25, 2016
Feb. 24, 2016
Feb. 17, 2016
Feb. 24, 2016
Feb. 17,2016
Feb. 17,2016
Feb. 17, 2016
Sep. 01, 2015
Aug. 28, 2015
Aug. 17, 2015
Aug. 29, 2015
Aug. 17, 2015
Jul. 15, 2015

Jul. 15, 2015

Feb. 17, 2015
Dec. 23, 2014
Dec. 23, 2014
Dec. 03, 2014
Nov. 19, 2014
Nov. 18, 2014
Oct. 30, 2014
Oct. 30, 2014
Oct. 30, 2014
Oct. 30, 2014
Oct. 30, 2014
Oct. 10, 2014
Oct. 09, 2014
Oct. 09, 2014
Oct. 09, 2014
Oct. 09, 2014
Jul. 29, 2014

Apr. 10, 2014
Apr. 10, 2014
Apr. 10, 2014
Apr. 08, 2014
Mar. 26, 2014
Mar. 15, 2014

Description

NOTICE OF SUIT
ATTORNEY/DOM.REP.REVOKED AND/OR APPOINTED

TEAS REVOKE/APP/CHANGE ADDR OF ATTY/DOM REP RECEIVED
REGISTERED-PRINCIPAL REGISTER

NOTICE OF ACCEPTANCE OF STATEMENT OF USE E-MAILED
ALLOWED PRINCIPAL REGISTER - SOU ACCEPTED

NOTICE OF APPROVAL OF EXTENSION REQUEST E-MAILED
STATEMENT OF USE PROCESSING COMPLETE

USE AMENDMENT FILED

EXTENSION 2 GRANTED

EXTENSION 2 FILED

TEAS EXTENSION RECEIVED

TEAS STATEMENT OF USE RECEIVED

NOTICE OF APPROVAL OF EXTENSION REQUEST E-MAILED
EXTENSION 1 GRANTED

EXTENSION 1 FILED

CASE ASSIGNED TO INTENT TO USE PARALEGAL

TEAS EXTENSION RECEIVED

ATTORNEY/DOM.REP.REVOKED AND/OR APPOINTED

TEAS REVOKE/APP/CHANGE ADDR OF ATTY/DOM REP RECEIVED
NOA E-MAILED - SOU REQUIRED FROM APPLICANT

OFFICIAL GAZETTE PUBLICATION CONFIRMATION E-MAILED
PUBLISHED FOR OPPOSITION

NOTIFICATION OF NOTICE OF PUBLICATION E-MAILED

LAW OFFICE PUBLICATION REVIEW COMPLETED

ASSIGNED TO LIE

APPROVED FOR PUB - PRINCIPAL REGISTER

EXAMINER'S AMENDMENT ENTERED

NOTIFICATION OF EXAMINERS AMENDMENT E-MAILED
EXAMINERS AMENDMENT E-MAILED

EXAMINERS AMENDMENT ~WRITTEN

TEAS/EMAIL CORRESPONDENCE ENTERED
CORRESPONDENCE RECEIVED IN LAW OFFICE

TEAS RESPONSE TO OFFICE ACTION RECEIVED
ATTORNEY/DOM.REP.REVOKED AND/OR APPOINTED

TEAS REVOKE/APP/CHANGE ADDR OF ATTY/DOM REP RECEIVED
TEAS CHANGE OF CORRESPONDENCE RECEIVED
NOTIFICATION OF NON-FINAL ACTION E-MAILED

NON-FINAL ACTION E-MAILED

NON-FINAL ACTION WRITTEN

ASSIGNED TO EXAMINER

NEW APPLICATION OFFICE SUPPLIED DATA ENTERED IN TRAM
NEW APPLICATION ENTERED IN TRAM
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Proceeding
Number

66530
66530
66530
66530

66530
66530
66530

76568
76568

88888
6328
6328
74308
88889
88889

6325
6325
74306
74306

TM Staff and Location Information

TM Staff Information - None

File Location
Current Location: PUBLICATION AND ISSUE SECTION Date in Location: Mar. 01, 2016
Proceedings
Summary
Number of 1

Proceedings:
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Type of Proceeding: Opposition

Proceeding 91243171 Filing Date: Aug 22, 2018
Number:
Status: Terminated Status Date: Apr 30, 2019
Interlocutory MARY B MYLES
Attorney:
Defendant

Name: Software Assurance, LLC

Correspondent RAM GARG
Address: SOFTWARE ASSURANCE LLC
7708 MAPLERIDGE DRIVE
PLANO TX UNITED STATES , 75024

Correspondent e- ram@appzure.com

mail:

Associated marks

Mark Application Status ::'ri:l: or ::?n'z::ﬂ""
APPZURE Abandoned - After Inter-Partes Decision 87713073

' Plaintiff(s)
Name: Microsoft Corporation
Correspondent GRACE HAN STANTON
Address: PERKINS COIE LLP
1201 THIRD AVENUE SUITE 4900
SEATTLE WA UNITED STATES , 98101-3099
Correspondent ﬁ- pctrademarks@perkinscoie.com , gstanton@perkinscoie.com , cbeaker@perkinscoie.com
mail:

Associated marks

Mark Application Status 2:::’;“ :ﬁi‘;’ﬁm
WINDOWS AZURE Cancelled - Section 8 77605475 4309317
AZURE Registered 86218994 4932997
AZURE COSMOS DB Registered 87512533 5489978
AZURE LOGIC APPS Registered 87312426 5571358
AZURE CYCLECLOUD Registered 87851428 5747105
AZURE CYCLECLOUD Registered 87851434 5747106

Prosecution History _

Entry Number History Text Date Due Date
1 FILED AND FEE Aug 22, 2018
2 NOTICE AND TRIAL DATES SENT; ANSWER DUE: Aug 22, 2018 Oct 01, 2018
3 PENDING, INSTITUTED Aug 22, 2018
4 ANSWER Oct 01, 2018
5 P MOT TO STRIKE Oct 08, 2018
6 SUSP PEND DISP OF OUTSTNDNG MOT Oct 18, 2018
7 PROCEEDINGS RESUMED Jan 25, 2019
8 NOTICE OF DEFAULT Mar 20, 2019
9 BD DECISION: OPP SUSTAINED Apr 30, 2019
10 TERMINATED Apr 30, 2019
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%emenl the filin
nited States in

%a.nd service of pleadings or other papers as required by law, except as
S FORM,)

eptember 1974, is required for the use of the Clerk of Court for the

I. () PLAINTIFFS
MICROSOFT CORPORATION, a Washington Corporation

DEFENDANTS

JOHN DOES 1-2, CONTROLLING A COMPUTER NETWORK AND
THEREBY INJURING PLAINTIFF AND ITS CUSTOMERS

County of Residence of First Listed Defendant  Unknown

(b) County of Residence of First Listed Plaintiff Redmond, WA
(EXCEPT IN U.S. PLAINTIFF CASES)

(c) Attorneys (Firm Name, Address, and Telephone Number)

David O'Brien (and see attachment), Crowell & Moring LLP,
1001 Pennsylvania, Ave, NW, Washington DC 20004, (202) 624-2500

(IN U.S. PLAINTIFF CASES ONLY)

IN LAND CONDEMNATION CASES, USE THE LOCATION OF
THE TRACT OF LAND INVOLVED.

NOTE:

Attorneys (If Known)

I1. BASIS OF JURISDICTION (Place an “X" in One Box Only) II1. CITIZENSHIP OF PRINCIPAL PARTIES (Place an "X in One Box for Plaintiff
(IFor Diversity Cases Only) and One Box for Defendant)
O 1 U.S. Government X 3 Federal Question PTF DEF PTF DEF
Plaintiff (U.S. Government Not a Party) Citizen of This State 01 O 1 Incorporated or Principal Place 04 04
of Business In This State
0 2 U.S. Government 0 4 Diversity Citizen of Another State 0 2 O 2 Incorporated and Principal Place Oos5 0S5
Defendant (Indicate Citizenship of Parties in Item I11) of Business In Another State
Citizen or Subject of a 0 3 O 3 Foreign Nation o6 06
Foreign Country
IV. NATURE OF SUIT (Place an “X" in One Box Only) Click here for: Nature of Suit Code Descriptions.
| CONTRACT TORTS FORFEITURE/PENALTY BANKRUPTCY OTHER STATUTES I
3 110 Insurance PERSONAL INJURY PERSONAL INJURY 3 625 Drug Related Seizure 3 422 Appeal 28 USC 158 3 375 False Claims Act
0 120 Marine 0 310 Airplane O 365 Personal Injury - of Property 21 USC 881 |0 423 Withdrawal 3 376 Qui Tam (31 USC
0 130 Miller Act 0 315 Airplane Product Product Liability O 690 Other 28 USC 157 3729(a))
O 140 Negotiable Instrument Liability O 367 Health Care/ 3 400 State Reapportionment
3 150 Recovery of Overpayment | (3 320 Assault, Libel & Pharmaceutical R 3 410 Antitrust
& Enforcement of Judgment Slander Personal Injury 3 820 Copyrights (3 430 Banks and Banking
O 151 Medicare Act [ 330 Federal Employers’ Product Liability 3 830 Patent 3 450 Commerce
3 152 Recovery of Defaulted Liability O 368 Asbestos Personal 3 835 Patent - Abbreviated 3 460 Deportation
Student Loans 0 340 Marine Injury Product New Drug Application | 470 Racketeer Influenced and
(Excludes Veterans) 0 345 Marine Product Liability X 840 Trademark Corrupt Organizations
3 153 Recovery of Overpayment Liability PERSONAL PROPERTY LABOR SOCIAL SECURITY 3 480 Consumer Credit
of Veteran’s Benefits 0 350 Motor Vehicle 3 370 Other Fraud 3 710 Fair Labor Standards 3 861 HIA (1395ff) (15 USC 1681 or 1692)
3 160 Stockholders’ Suits 0 355 Motor Vehicle 3 371 Truth in Lending Act O 862 Black Lung (923) O 485 Telephone Consumer
3 190 Other Contract Product Liability 3 380 Other Personal [ 720 Labor/Management 0 863 DIWC/DIWW (405(g)) Protection Act
3 195 Contract Product Liability |3 360 Other Personal Property Damage Relations O 864 SSID Title XVI O 490 Cable/Sat TV
O 196 Franchise Injury O 385 Property Damage O 740 Railway Labor Act O 865 RSI (405(g)) 3 850 Securities’Commodities/
0 362 Personal Injury - Product Liability O 751 Family and Medical Exchange
_Medical Malpractice Leave Act O 890 Other Statutory Actions
l REAL PROPERTY CIVIL RIGHTS PRISONER PETITIONS | 790 Other Labor Litigation FEDERAL TAX SUITS O 891 Agricultural Acts
3 210 Land Condemnation 0 440 Other Civil Rights Habeas Corpus: O 791 Employee Retirement [ 870 Taxes (U.S. Plaintiff 1 893 Environmental Matters
O 220 Foreclosure 0 441 Voting O 463 Alien Detainee Income Security Act or Defendant) [ 895 Freedom of Information
O 230 Rent Lease & Ejectment 0 442 Employment O 510 Motions to Vacate O 871 IRS—Third Party Act
3 240 Torts to Land 0 443 Housing/ Sentence 26 USC 7609 3 896 Arbitration
O 245 Tort Product Liability Accommodations O 530 General O 899 Administrative Procedure
3 290 All Other Real Property 3 445 Amer. w/Disabilities - | O 535 Death Penalty IMMIGRATION Act/Review or Appeal of
Employment Other: 0 462 Naturalization Application Agency Decision
(J 446 Amer. w/Disabilities - | 3 540 Mandamus & Other |3 465 Other Immigration O 950 Constitutionality of
Other 0 550 Civil Rights Actions State Statutes
0 448 Education 0 555 Prison Condition
O 560 Civil Detainee -
Conditions of
Confinement

V. ORIGIN (Place an "X in One Box Only)

=1 Original 3 2 Removed from O 3 Remanded from 3 4 Reinstatedor (3 5 Transferred from O 6 Multidistrict O 8 Multidistrict
Proceeding State Court Appellate Court Reopened Another District Litigation - Litigation -
(specify) Transfer Direct File
Cite the U.S. ClVll Statute under which you are filing (Do n a cite jurisdictional statutes unless divers.
18’ U.S.C. 1030; 18 U.S.C. 270{15USC 1114, éUSC 1125(a), (c)and'ﬁj)

. CAUSE OF ACTION

Brief description of cause:

VII. REQUESTED IN O CHECK IF THIS IS A CLASS ACTION

DEMAND § CHECK YES only if demanded in complaint:

COMPLAINT: UNDER RULE 23, F.R.Cv.P. JURY DEMAND: Yes (OINo
VIII. RELATED CASE(S) .
IF ANY (W‘) JUDGE —__ DOCKET NUMBER
DATE G\!AT < F ATTQRNEY OF RECORD
12/18/2019 O
FOR OFFICE USE ONLY
RECEIPT # AMOUNT APPLYING IFP JUDGE MAG. JUDGE
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Gabriel M. Ramsey (pro hac vice pending)
CROWELL & MORING LLP

3 Embarcadero Center, 26th Floor

San Francisco, CA 94111

Telephone: (415) 986-28C0

Fax: (415) 986-2827
gramsey@crowell.com

Kayvan M. Ghaffari (pro hac vice pending)
CROWELL & MORING LLP

3 Embarcadero Center, 26th Floor

San Francisco, CA 94111

Telephone: (415) 986-2800

Fax: (415) 986-2827
kghaffari@crowell.com

Richard Domingues Boscovich (pro hac vice pending)
MICROSOFT CORPORATION

One Microsoft Way

Redmond, WA 98052-6399

Telephone: (425) 704-0867

Fax: (425) 936-7329

rbosco@microsoft.com
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Court Name: Uni P
Division:el United States Distpict Court
Receipt Husber: 14683882475

Cashier 1Dy ahaskins

Transaction Date: 12/18/2819

Payer Name: CROMELL AND WORING LLP

CIVIL FILING FEE
For: CROMELL AMD WORING LLP
finount: $4B0. 08
PRD HOC VICE
For: CROMELL AND WORING LLP
Case/Party: 1-UAE-1-26-CR-PROHAC-B81
Amounts $75.08

PRO HOC VICE
Fop: CROMELL AND MORING LLP

Case/Party: D-UpE-1-2B-CR-PROKAC-881
Amount: $75. 0@

PFRO HOC VICE
Far: CROMELL AND NORING LLP

Case/Partys D—UﬁE—l-Eﬁ-CR-PRUHﬂC-GEl'
fAmount: $75.88

CHECK - -
Remitter: CRONELL AMD HDRINEBLLP

Check/Money Order Num: 54423
fmt Tendered: $625.06

Total Due: $625,. B8
Total Tendeved: $625.80
Change Amt: 0. 68

CIVIL FILING FEE

PRO_HOC VICE (3)
1190U1508 |




